Slide 1: Welcome. Today we will discuss cryptography. Let’s consider two
problems. In the first problem, you have a lot of data.
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Huanying (dajia). Jintian, wdmen hui tdolun mima xué. Wdmen lai kaolii lidng
ge wenti. Diy1 ge: Ni you hénduo shuju.

Slide 2: Here is an example: you study biology and medicine and have a LOT of
DNA data
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1Zhé shi yigé lizi: N xuéxi shéngwu hé yixué, bing ydu hdodud hdodud de DNA
shuju.

Almost everyone gives you their DNA data. You want to do some important
calculations. You could save lives!
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Chabuduo, méi gerénlei géi nai tamen de DNA shuju. Ni xiang yao zuo (yixi€)
zhongyao de jisuan.? Ni kéyi wanjiu shéngming.

However, it is too much work for you to do yourself! You need others to help,
but can you trust them?
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Danshi, zhége jisuan liang tai dale (ydu tai dud shuju, 3 ni de dianndo tai manle):
Ni bunéng ziji zuole.* Ni hai yao bié de rén bangmang, danshi ni néng xiangxin
tamen ne?




Is it ethical to send the data?
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Fasong shuju shibushi héhi daodé?

Slide 3: How does one share work? ... “Cloud” computing: You send the data to
the “cloud”. The “Cloud” is a bunch of other computers and cell phones, etc.
The others in the cloud do your calculations, and then “rain” down the answer.
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Di yi gé wenti: Ni zénme gén bié de rén yigi zuo jisuan? * Wémen yong ”Cloud
Computing” (yun jisuan). Ni fasong ni de shuju dao yun. Nage yun shi hénduo
bié de dianndo gén shduji, déng déng. 2 Bié de dianndo zai yun limian zud ni de
jisuan, * zhthou dé'an xia yu huilai.

Slide 4: However, there is still a problem: Can you trust others? Here is an idea:
If you could send the data so that they could do the calculations but not see
the data, then there is no problem. Can we “mess up” the data in some way so
that they can’t read it? This question is hard, so we will return to it later.
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Danshi, hai you yigeé danxin:* Ni néng bunéng xiangxin bié de rén? 2 Rigud nai
hui géi naxié yun de rén ni de shuju rang tamen kéyi zuo ni xiang yao de jisuan,
danshi kan bu dao zhege shuju, na méi wenti. WOmen kéyi géi tamen nong
luan de shuju, sudyi tamen bunéng du ta. Qingwen: You méiyou kénéng wufa
kan dao shuju, dan réngran kéyi zuo jisuan ne? Zhege shi hén nan de wenti,
sudyi women shao hou hui taolun ta.

Slide 5: Second question: Right now, the bank keeps track of your transactions
and verifies your account balance. Suppose that you do not trust banks, and
you want to collectively keep records on the internet. You want a decentralized
system, and this is the idea of Bitcoin.
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Di ér gé wenti: ! Xianzai, yinhdng génzong ni de jiaoyi hé jinxing yanzhéng nin
de zhanghu yu'é. Jiashe ni bu xiangxin yinhang, na xiang yao zai wang lushang
yiqi gén bié de rén (baocuin) zhexié jiaoyi jilu. Ni xiang yao yige qu zhongxin
hua de yinhang.? Zhé jiushi”Bitcoin” de xidngfa.

Slide 6: In the implementation of Bitcoin, a transaction is sent and verified by a
collective group of computers. Here validation is needed to check that the
transaction really occurred. Then, once all of the computers agree, it is added
to a new “block” of transactions which is then added to the “chain” of all
transactions (this is the “Blockchain”). There is no central entity (like the bank)
with the authority to change transactions. Transactions added to the
“Blockchain” are unable to be changed. Nobody has the authority to decide to
freeze your assets (banks sometimes freeze your money if they think you are
doing something illegal), but nobody can correct mistakes, either (banks
correct errors or thefts, for example). Cryptography is used in two main places
in Cryptocurrency: Firstly, the transactions need to be verified. These are
“signed” with a private key to verify your identity (otherwise people could steal
your money by pretending to be you!). We will talk about private and public
keys later. Secondly, blocks are put onto the “blockchain” by hashing the data
from the previous block, which prevents someone adding a block invalidating
all of the information.
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Weile shixian”Bitcoin”,* ni de dianndo fasong yige jidoyi dao wang lushang
(Zhé jiushi “yin”/Cloud computing chabudud yiyang),?yixié dianndomen jiti
yanzheng zhege jiaoyi. WOmen xiiyao zhexié yanzheng qu zhengshi jiaoyi zhén
de fa shéng le. Name, dajia dou tdngyi zhthou, jiaoyi bei fang ru yige xin
de”block”(ql kuai); ranhou zhége xin de”block” béi lianjie dao you sudyou
jiaoyi gouchéng de lian shang; zhé jiushi sudweéi de”blockchain” (qu kuai lian).?
Bitcoin/Blockchain méiyou zhong yang shiti (yinhdng shi chuantong de jiaoyi
zhongyang) you quanxian qu génggai jiaoyi, sudyl wanchéng jiaoyi bunéng bei
guxiao. Méiyou zhong yang de rén kéyi dongjié ni de zichan (bird shuo you
shihou yinhang hui dongjié ni de gian rugud tamen juédé ni zai zuo féifa de
shiging), danshi yé méiyou rén kéyi jiizhéng cuowu (yinhang hui jiizhéng cuo
de jiaoyi yé kéyi hui géi ni zangkuan). Shixian ”Bitcoin” de shihou zai liang ge
difang shiyongle mima xué: ® Di yigé: Jidoyi yiding yanzhéngle. Ni de jidoyi
yiding gianmingle: Ni shiydong ni mima xué de"si yao"qianming (fouzé qita rén
kéyi jiazhuang ni tou zou ni de gian). Women shao hou hui taolun mima xué
de"gong yaoshi/si yaoshi”. Zai zuo"bitcoin” de shihou di ér gé mima xué de
yongfa: Qu kuai béi fang zai lian shang de shihou, xin de shuju yiding géngian
yige qu kuai de shuju yigi san lie, sudyi huairén bunéng jiaru y1 ge xin de qu
kuai, shi yigian de shuju wixiao.




Slide 7: What is cryptography? How do you do cryptography? Can you safely
send data? Can someone see what you’re doing? Can you trust them? After
sending the data, can the recipient do the calculations you want, but still have
the data stay safe?
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Shénme shi mima xué? Ni zénme zud mima xué? Kéyi anquan fasong shuju ma?
YOu huairén kénéng kan dao ni fasong de shuju ma? Ni kébu kéyi xiangxin
tamen? Shuju fasong de yihou, jieshou shuju de rén kébu kéyi zud ni xiang yao
de jisuan, danshi shuju baochi anquan ne?

Slide 8: Let’s begin with the question of how to do cryptography. The idea of
modern cryptography is to find a “one-way function”, a math problem which is
hard to solve, but easy to check if an answer is given to you.
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Wdmen yao kaishi xidang yi xiang mima xué zénme zuole. Xiandai mima xué de
zhongxin sixiang shi zhdodao sudweéi de”one-way functions”;! yigé” one-way
function” shi yige hén nan de shuxué wenti, danshi ni jiéjué nage shuxué wenti
yihou, na bié de rén kéyi hén réngyi jiao yan ni de jieda. Women shao hou hui
kan dao”one-way function” de lizi.

Slide 9: These questions are too hard to begin with, so let’s go back to the
beginning and consider cryptography from the beginning, going back through
history. You want to send an important message. You can give it to a courier,
but can you trust the courier? What if someone intercepts it in between?
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Zhexie wenti tai nanyi kaishile, sudyi women yao hui dao guoqu. Wdmen yao
cong kaishi xué, xuéxi mima xué de lishi. Ni xiang yao fasong hén zhongyao de



xinx1. Ni kéyi ba ta géi kuaidi, danshi bu zhidao ni hui bu hui xiangxin ta. Rugud
yourén zai zhongjian lanjié ta ne?

Slide 10: We’'ll start a long, long time ago
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Women kaishi dao hénjitu yigian.

Slide 11: Caesar wanted to send a message, but he didn’t want his enemy to
steal it. For example, maybe he’s coordinating an attack, and it would put him
at a disadvantage if the enemy knew this information. Caesar’s solution: the
“Caesar cipher”; every letter is “shifted” to another letter, 3, 5, or so to the
right. But where does the letter ‘2’ go to? We use “clock arithmetic”.
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Caesar xiang yao fasong yige zhongyao de xinxi, danshi ta buxiang dirén lanjié
ta. Liru, Caesar xiang yao xiétiao gongji. Ruguo ta de dirén zhidao ta xiang yao
zuo de, na ta hui shiqu zhandou. Caesar de jieda: Sudwei de”Caesar cipher”;
meéi yige zimu dou bei you yile san ge, wu ge, déng déng zimu. Women kéyi
shud” zimu’a’ jia san” déngyu zimu ‘d’. Qingwen: Zimu’z’ bei fang dao nalile?
Wodmen shiyong suowei de”clock arithmetic” (shizhong suanshu; Yé kéyi
shuo “modular arithmetic”).

Slide 12: On a clock, 1 o’clock and 13 o’clock are the same. When doing Caesar
ciphers we do the same thing. In other words, ‘z’ plus 3 equals ‘c’. If a clock has
24 hours, then one o’clock and 13 o’clock are not the same, but one o’clock
and 25 o’clock are still the same. What if a clock had 26 hours (like the 26
letters in the English alphabet)? Or 7 hours? Or 11 hours?
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Zai shizhong shang, yidian gén shisan dian yiyangle. Zuo”Caesar cipher” de
shihou, women zuo yiyang de shiqging:” Zimu’z’ jia san” déngyu zimU’c’. Rugud
shizhong you érshisi xidoshi, na yidian gén shisan dian jiu bu yiyangle, danshi
yidian gén érshiwu dian haishi yiyang de. Rugud shizhong you érshiliu xidoshi
(hé yingwén zimu de shuliang yi yang) ne? Huozhé qi gé xidoshi ne? Huozhé
shiyl ge xiaoshi ne?

Slide 13: Let’s try some modular arithmetic. If a clock has 8 hours and starts at
7 o’clock and runs for two hours, when does it end (what time does the clock
say?)? Seven plus 2 is nine, so .. it says one o’clock on the clock. We say that
7+2 and 1 are ,,congruent modulo 8“ if they ,,have the same time“ on an 8-hour
clock.
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Wodmen suan suan kan, zuo”modular arithmetic”. Rugud shizhong you ba ge
xidaoshi, ni kaishi shangke de shijian shi qi dian, shangke liang ge xidoshi, na
zhége ké shénme shihou jiéshule (shénme shijian zai shizhong shangle?)? Qi jia
er déngyu jil, sudyi... yidian zai shizhong shang. Yinwei jit gén y1 zai ba ge
xidaoshi de shizhong zai yiyang de weizhi, sudyi women shuo qtjia ér (déngyu jit)
gén y1 shi”congruent modulo” ba. Women xié g jia er”is congruent to” yi
(“mod” ba).

Slide 14: Here’s the next example. Every non-leap year has 365 days. Last year,
your birthday was on a Wednesday. Every week has 7 days. Three hundred
sixty-four is 52 times 7; the remainder equals one, so there is a shift of one day,
and your birthday will be on Thursday this year.
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Xia yige lizi: Méi yige féi runnian you sanbai liushiwu tian. Rugud ni qunian de
shéngri zai xinggisan, na jinnian de shéngri jiang zai yizhou zhong de na yitian?



Méi zhou you qitian. Sanbai liushisi déngyu qi chéng yi wushi'er; yushu déngyu
y1, sudyi ni shéngri zhuanyile yitian. Na ni jinnidn de shéngri jiang zai...xingqisi.

Slide 15: Can you solve the following congruences? Give it a try.
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Ni kébu kéyi jiéjué yixia de wenti? Ni shi shikan! ... Di yT ge wénti: X déngyuling.
Di er ge wenti: X déngyu er. Di san ge wenti: X déngyu liu.

Slide 16: Ok. Since you are now comfortable with modular arithmetic, let’s try
to encrypt a message. We choose a shift of 10. The original message is “attack
at midnight”. We first convert every letter to a number. Then we add 10 to
each number and convert back into letters. We finally send “IddInu Id
wsnxsqgrd” (we take out the spaces when we send it). The recipient reverses
these steps. In practice, a ring which matched the beginning and ending letters
was used to do the encoding/decoding. This is where the term “decoder ring”
comes from.
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Haole. Yinwei nimen xianzai xiguanle”modular arithmetic”, sudyi women kéyi
shiyong yige”Caesar Cipher” wéi yige xinxi jiami zuo zuo kan. Women yao méi
geé zimu bei you yile shi ge zimu. Caesar de yuanshi xinxi shi”attack at
midnight”. Di yibu: WOmen jiang méi gé zimU zhuanhuan wéi shuzi. Xia y1 bu:
Mei ge shuzi yao jia shi, ranhou zhuanhuan hui dao zimu. Zuihou, women
fasong de shi”lddInu Id wsnxsqgrd”(fasong de shihou, women shanchi konggé).
Shou jian rén fan zhuanle zhexié buzhou. Zai shijian zhong, tamen shiyong yige
pipei yuanshi hé jiéshi zimu de xuanzhuan hai. Zhe shi”decoder ring” de
laiyuan.




Slide 17: Let’s try an easier example and do it ourselves. The secret message is
“hi”. ‘h"is 8, " is 9. We then add 20 to each number. What do we send? Try it
yourself. ... You send ...
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WoOmen xianzai ziji zuo yige rongyi de lizi shi shikan. WOmen mimi de xiaoxi
shi”hi”. Zimu'h'déngyu ba hao, zimu'i'déngyu jil hao. Ranhou, méi yige shuzi
yao jia ershi, sudyi women you érshiba gén érshijiti. Zuihou, women fasong de
shi shénme? Ni ziji shi shikan. Ni fasong de shi: ... “bc”.

Slide 18: Here’s another secret message. Can you decode his message? ... It is
harder without knowing the shift. Since you came to my talk, I'll give you the
secret information.
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Xianzai, women kan ling yige mimi xiaox1. N1 hui bu hui jiéma zhe tido xiaoxi
ne? ... Rugud ni bu zhidao zhuanyi duo yuan, na hén nan. Yinwei nimen lai zheli
kanguo wo de yanjiang, sudyi wo géi ni zhé mimi de xinxl. ... ... WO xié yige
xido de hui géi women zhege da'an de dianndo chéngxu. ... Ta jiushi “rambling
in maths“

Slide 19: Caesar’s code has a problem. What happens if someone steals the
data? They could try to guess the shift. If they guess correctly, they will know it,
because they can read the text. How can one guess? Some English letters occur
more often, so you can find the most frequent letters and guess that these are
‘d’, ‘t/, or ‘e’. Maybe you can just replace letters instead? But then one can still
guess based on frequency.
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“Caesar cipher” you yige wenti. Rugud yourén giequ ni de xinxi, name tamen
kéyi caice ni zhuanyile duo yuan. Rigud tamen cai duile, tamen jiu zhidao xinxi
de neirongle, yinwei tamen kéyi du dao wénbén. Zénme kéyi cai cai kanle ne?
Yinwei yingwén you changchdng shiyong de zimu, sudyi ni hui zhdodao zai xinxi
limian shiyong zuiduo de zimu, ranhou cai cai zhege zimu shi zimu'd’, zimu't',
haishi zimu'e'. Ling yige xiangfa: Ni zhiyao zuo yige zimu pipei. Dan rénmen hai
kéyi génju changchang shiyong de zimu caice ta.

Slide 20: Another attempt: make a random matching of letters. The Spartans
wrapped leather containing letters around a long rod. If the width of the rod
was correct, it spelled a word, but if the width was incorrect, then it wouldn’t
make sense. People can still attack these methods by looking for the most
common letters, though.
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“Spartan” de jundui shiyong chang de gan, zai ta zhouwéi bao shang pigé. Pigé
shang yOu zimu. RUguod ni de gan you zhengquée de kuandu, name ni kéyi yuedu
zhege xinxi. Rugud kuandu budui, jiu bunéng yuéedu ta. Danshi, huairén haishi
kéyi jisuan zimu pinli.

Slide 21: Let’s try something different.
PR G S,

Women ai shi shi lingwai yige.

Slide 22: We've discussed the problems with random replacement/matching.
Does every letter always have to go to the same letter, though? Maybe we
could have multiple choices for each letter to be changed to. The “Grand
Chiffre” in the royal court of France changed syllables to multiple choices of
other similar-sounding syllables.

YEE suin LCHECHYRTREFRAM A yijing 53/ 6 wsoin 1.2 (ER—HFR—EZHEX
ﬁ%i?jﬁ zhuanhuan Z:EUQ*%‘Z(H/‘]?”%?E} ‘WE&F xu {iﬁﬂﬁﬁﬁf&'%ﬁéﬁ xudnzé 5'5
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BEIA Shuznnuan B VVEBIE E gongting {sH FHEY” Grand Chiffre” i jiang HE =R yinjié
CERNETZEEEIA huannuan BYEE 22470 mima atong) TEHA shusnhuan 1 SAE 5
shéngyin E%DZ:%QT%B@%Eﬁ ymjie'-6

Suiji pipei de wenti woémen yijing taolunle. Danshi yige zimu yiding yao méi ci
zhuanhuan dao yiyang de zimu ma? Yéxu méi ge zimu you kénéng you hénduo
xuanzé lai zhuan huan ta. Fagué gongting shiyong de”Grand Chiffre” jiang méi
ge yinjié (ta bushi zimu zhuanhuan de mima xitong) zhuanhuan chéng duo ge
shéngyin chabuduo yiyang de yinjié.

Slide 23: Why is this better? Guessing is harder, ... and frequent
letters/syllables get shared among more choices. Do new problems arise?
Every letter has many possible outputs, so you need to know when to switch. If
‘a’ and ‘b’ both sometimes go to ‘e’, then how does the receiver decide if an ‘e’
is really an ‘@’ or a ‘b’? “Caesar cipher” didn’t have this problem because the
change was unique. If you use a simple method to change choices, then people
in the middle can also figure it out.

VBB 2 S ETELL” Caesar cipher” B4 T? B {E B 240 BTG
i BT EE - E T RER Z 8 i AR o 2251 qwsne TP
= gonguisng. 1B (20 2 0B HaU R ENS? 2 (R A BHE T REA T o 5
xusnze, ITEAR— B B RIZE ] ne FFUJHREEEE qiahuan xwanze. JIFEFRF a FIFE R} bER
BEHA shusnnuan 0" T, ABEUHE BB N EJEE juc BB ETEEIA huznun B E
R e TEIR AR yusnnsn FY(E B H 2 a2 'b"? [ Fy “Caesar cipher” {AHIE
wei —HYEE usnnuan, FTAE A B (EME. WRARFBE S A jve EHE
PEERHIBEEEL uan AIHYEEEE cwsnze, ITESEATE HR R & HUBE/REE hoan BIRYEEE

Xuanzé-

Zhege mima xitong wéishenme bi”Caesar cipher” géng haole? Zai zhege mima
xitong, huairén cai dui zimu geng nan... changchang shiyong de zimu (hai you
yinjié) yé zai xtiduo xuanzé zhong gongxiang. Danshi zhége mima xitdng you
zhidao héshi giehuan xuanzé. Rugud zimu’a’ hé zimu’b’ dou zhuanhuan dao’e’
le, name shou xinxi de rén zénme juéding zhege zai zhuanhuan xinxi zhong
de’e’ zai yuanban de xinxi zhong shi’a’ haishi’b’? Yinwei “Caesar cipher” you
weéiyl de zhuanhuan, sudyi ta méiyou zhege wenti. Rugud ni yong réngyi de
fangfa lai juéding shénme shihou huan bié de xuanzé, name huairén zai
zhongjian yé hui zhidao ni huan bié de xuanze.
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Slide 24: This type of cryptosystem is called a “polycipher”. One example of a
polycipher is a repetitive usage of Caesar cipher. In this system, the first letter

is shifted a certain number of places, then the next is shifted another number
of places, and so on. For example, we can shift 3 spaces, then 11 spaces, then 5
spaces, and repeat. Let’s try this with the original message “Here is a message”.
The encrypted message is “kpwhtxdxjvdfjp”. The original message has a lot of
‘e’s, but they are distinct in the encrypted message. We therefore conclude
that it is better than the “Caesar cipher”. However, people in the middle can
guess the length of the repeating period of the shifts, and then they can again
do frequency counts to attack this cipher just like “Caesar cipher”.

{5 w0 ZHEHA huan FUEETE 22970 waong U7 polycipher™ .t —{EfIF &K fH
Fi” Caesar cipher” . {Fi5{E" polycipher” i, 55—l 7 RFEHES shuanyi 417
B E wein, 2818 T —EFREEEEZ shuany A EIELE a0 BT E wein, FH
e, Z5—{EFREE AT husny A ZAENE wein, S5 gfl%l$§$§ zhudnyi
G+ E wein, B =BT usny A TN E wein, ZBIRFTEE
chongfi 12 LEHEES Shusny IVRTE qu. BRAEFRATAYIE LG yusnsn (5 552 *’Here is a
message” » FAMTFHIE (EEEHE 2290 weone BUECE . ‘0" BEHA huan EK, ‘@ BEHA huan
?U’ LEEELCINEAVHER" kpwhtxdxjvdfjp” . [F4E vuanse FVE BB RS F
e, (HEIEMENHEEFEMEREN.A L e TMTEEFIELL" Caesar
cipher FEAF. NI Ranver, QISR A REIEY AT DAIE ] caice FRAPT ARV EEHE /HHA
chongfu zhouai FI T FE, FRFEMLFIE T DIREE B FE AN TR (A%, EEENE A
G AIBESZ shou BIER” Caesar cipher ™ [EIFE 70 s HYEE congi)

Shiyong xtiduo zhuanhuan de mima xitong jiao”polycipher”. Yige lizi shi duo ci
shiyong”Caesar cipher”. Zai zhege”polycipher” [i, di yige ziml yao zhuanyi you
ji g& weizhi, rdnhou xia yi gé zimu yao zhuanyi you butdng shuliang de weizhi,
déng déng. Liru, di y1 gé ziml you kénéng zhuanyi you san ge weizhi, di ér gé
zimu zhudnyi you shiyi ge weizhi, di san ge zimu zhuanyi you wu ge weizhi,
zhihou women chongfu zhexié zhuanyi de changdu. Xianzai women de yuanshi
Xinx1 shi”Here is a message”, women yong zhege mima xitong zuo zuo kan. ‘h’
zhuanhuan dao’k’, ‘e’ zhuanhuan dao’p’, déng déng... Jiami de xiaox1
shi”kpwhtxdxjvdfjp”. Yuanshi de xinx1 you hénduo zimu’e’, danshi zai jiami de
xiaoxi zhong tamen shi butdng de. Yinci women kan dao ta bi”Caesar cipher”
geng hao. Ran'ér, rdgud zhongjian de rén kéyi caice women yong de chongfu
zhougi de chdngdu, name tamen hai kéyi zhaodao changchang shiyong de zimu
(rdnhou, zhege mima xitong you kénéng shoudao gén”Caesar cipher” tongyang
fangshi de gongji).
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Slide 25: Let’s move to cryptography in more recent times.
PR o S AT BHAY 2052 -

Wdmen xianzai taolun geng jingi de mima xué.

Slide 26: The next attempt is to try to make too many choices for guessing to
work. An example was Germany’s “Enigma” machine. This was an automated
machine that changed the output each time that you put in an input. Therefore,
each letter would have a different output each time that you entered it.

T—KEZ changsi * * FATVEFITE SLHYEEIETE wusnze rang ATE wa EIE M caice.—

(& ARTHI B T2 (2= 1Y Enigma machine”. 2 75 & — (& H BHY & 05K, 7721
TEE o FRIHE, A HE xosn BERYERER cian. ® B IR RIZ S —(EFR: THIE
chitin BT xusn B8, FTDAEREE an B — TR B O RER FEIVF LR T

Xia yici changshi: Women shiyong hén duo de xuanzé rang rén wifa caice. Yige
yigian de lizi shi dégud de”Enigma machine”. Zhe shi yigezidong de mima ji. Zai
zhege jigi limian, you xuanzhuan de chiltin. Yinwei ni méi ci an dao yige zimu ta
de chiliin yao xuanzhuan, sudyi méi ci an dao yiyang de zimu you kénéng
butéong de zimu chalaile.

Slide 27: How does an Enigma machine work? First, you hit a key on the
keyboard. The letter on this key is matched to another letter via a plugboard
(the plugboard has one matching that never changes). Then this letter is
matched to another one on the first rotor, which is in turn connected to a
letter on the second rotor, and finally this letter is connected to another letter
on the third rotor. Then the output is matched with another letter on a
reflector (this is essentially the same as the plugboard). After this, it comes
back through the rotors again. The rotors turn in the same way as adding with
carry.

“Enigma machine” 2ol TEHIVE? BRAGHIIF i, IR —{EEEEE I janpan jian.
T rong W MR chajian ban, 18 (ESEAE T2 jianpan jan DAV F-RHEASSM—(EFEE
VCHC (2 (EFEFIRAVUCEC 2 E o E/Y). 2 2815, S {E R — (i Ay
SR siang UCHC. 55— (E#E_EAY LR — {EiE 1 ERY5S5h—
(& PRI siang VST, 287% E B0 — (B EAVSSIM—{EF R ane UEHC. * T
—2, S BT oha HEYFREELRZ B fanshe van L EY S5 Y —{EFHEAH xiang UCHL
(2B SZ I fanshe an RIFELFHL chajian ban IV EIE 22 22 —1E). * A&, Bl sha
AN FRE S you tong BBEEF-[BIBR T .° B f%, S — {185 xusnmusn 1.0 BEIE
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% xuanzhuan %:—I_‘ﬁ{ij/ifﬁr ﬁﬁ%:{$§‘%ﬂzjﬁ$§ xuanzhuan T; %:{$§‘
%ﬁﬁ% xuanzhuan %:—I_‘ﬁ{ig/\][ﬁ%’ﬂ%l %E{$$¥ﬂﬂﬁ$§ xuanzhuan T E:‘r\gjﬁ
IEE[%Z\ZE{E jinwei jJDiZEB@ﬁFLE‘

“Enigma machine” shi ruhé gongzuo de ne? Kaishi de shihou, ni an yige jianpan
jian. Tongguo yigechajian ban, zhege jianpan jian shang de zimu yu lingwai
yigeé zimu pipéi (zhege chajian ban de pipéi shi guding de). Ranhou, zhége zimu
yu di yige zhuanzi shang de lingwai yige zimu xiang pipei. Di yige zhuanzi shang
de zimU yu di er gé zhuanzi shang de lingwai yige zimU xiang pipei, ranhou ta yu
di san ge zhuanzi shang de lingwai yi ge zimU xiang pipéi. Xia yibu, zhé
geshiichl de zimu yu fanshe ban shang de lingwai y1 gé zimU xiang pipéi (zhege
fanshe ban hé chajianban zuo de shiging chabuduo yiyang). Ranhou, shiicha
de zimU you tongguo zhuanzi huildile. Zuihou, di y1 ge zhuanzi xuanzhuanle. Ta
xuanzhuan di ershiliu ge zimu yihou, na di ér gé zhuanzi yé xuanzhuanle, di er
geé zhuanzi xudnzhuan di ershiliu ge zimu de shihou, di san ge zhuanzi yé
xuanzhuanle. Zhe jiushi dai jin wei jiafa de fangfa.

Slide 28: The process is symmetrical because of the reflector. Hence to decrypt,
one only needs to set the rotors to the same starting position and then type
the encrypted message into the machine. Because of this symmetry, the
Germans constructed the “Enigma machine” so that it would never match a
letter back to itself.

' EEIRS SR tanshe ban, BB AT guocheng T2 E5 T8 chen HY.* ERIIEL, IRAEZEARES jisms
INEEETHE, R o B o —BETEE wanshuse B FELE shean HUIEES
oy 15 b JOEEHTR ST s ABEES 1. 2 R Ry"Enigma” 2 ju 15T hong HITH chen
P, TERIFEEE couian EFF - (EFBEAEER CUCHEL.

Yinwei fanshe ban, zhége guochéng shi duichén de. Yinci, ni xiang yao jiéma
jiami de xiaoxi, zhi xtiyao yong yige yimu yiyang xuanzhuan zhuanzi shezhi de
jigi, ba jiami de xiaoxi shuru jigi. Yinwei”Enigma” juydu zhe zhdng duichenxing,
dégud goujian tashi, shi ziml bunéng ziji pipei.

Slide 29: Enigma was eventually broken by finding the rotor settings with the
help of automation (many different possibilities were guessed simultaneously).
But checking all possibilities with brute force would have been impossible
(there are too many possibilities). One of the reasons Enigma was eventually
broken were based on the symmetries, which reduced the number of
possibilities. Not allowing a letter to be matched to itself reduced the number
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of possible choices, correct guesses reduce the choices further, and combining
this with other symmetries allowed the British to reduce the number of
possible choices to something that they could handle. They also used common
signals sent by the Germans to look for patterns and test their guesses,
working backwards.

4% hong LB AFTH oo 77 Enigma” N4 . IR B ENHUHEES o 15
E"Enigma” i8I E shean IVE B IS EIRE AR T2 E e 1
HIREME wing). 1H/E, R Fs"Enigma” HRZEEE sheam W ETRENE wing, FT AR
BESE] shive IR —(EEE 555 sheom. 2 HAMTFTHY 20" Enigma” 7Y —(E |5 R
yusnyin 72 CHYETEME quichen xing. R T A BHE T quichen singy FTLUEFE2E e
A ETRENE sing VL jisn 20, 3 R Ry — (BB B B CUCHL, AT LARTRENE ane &R
jin 2V TERE zhengaue BVIEH caice BT DAE jin — 258 jisn ZVEXE sheam VBT BEME wing.
T A EE 7 7E T jisn D HEFVEH caice I ETRENE wine. * MM LA ZETE RS
REEEIVE R, BT M FI g G coon MUFIEVIERT caice 7 bing [7] xiane 18 T1E.

Zuizhong, yinggud rén dapole”Enigma” de jiami. Tamen yong zidong de ji gicai
dao”Enigma” zhuanzi de shézhi (nage zidong jthui tdngshi caice hénduo
zhuanzi shézhide kénéng xing). Danshi, yinwei”Enigma” you tai duo shezhi
dekénéng xing, sudyi tamen bunéng shitu caicé méi yige zhuanzi shezhi. tamen
dapo”Enigma” deyige yuanyin shi ta de duichen xing. Yinwei ta you duichen
xing, sudyi zhuanzi shezhi dekénéng xing jian shao. Yin wéi yigé ziml bunéng
Ziji pipei, suodyi kénéng xing yé hui jianshao. Zhengque de caice kéyi jinyibu
jianshdo shezhi de kénéng xing. Yinggud rén yong zhege fangfa jianshao tamen
caice de kénéng xing. Tamen yé zhidao dégud méitian fasong de xinxi, sudyi
tamen yé hui céshi tamen de caice bing xianghou gongzuo.

Slide 30: Automated machines for encryption and decryption brought about
major changes in cryptography.

A DU B e Y E B SR 25 S HEEETE AR TR 2500 5 Lainian.

Kéyi jiami yu jiémi de zidong jT qi gei mima xuédai lai le hénduogaibian.

Slide 31: When constructing the Enigma machine, the Germans didn’t expect
others to use an automated search. They made some choices which would not
have been best with automated searches. Why? Computers search differently
than humans
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RBHEZET snep”Enigma” BYRF, MLFTLAREE T ausheu B EFH HEIHIREES o
HFEME 5 E sneon IV ATRETE sing. WISRAMAFIRIZE AIHY A B BT 1
B she INFTBEVE wing, MIFTEECET shen A —HRHY“Enigma”. By il fEE?? EEASTR
FIHITERNIR o BN ITEA—E. 2 B BT ewe IR auan BB
BETRHEE e BRABAYIRHEE, MLFIEAVEEER 2 « CLIE. * BAEMFIAE CHY
Zoa” R BERSRI AT reniei 722 cousus BN T7EANE], BT A IEERAT — @ 4
gaibian-

Dégud sheji”Enigma” de shihou, tamen méi xiangdao duishdu hui shiyong
zidong de jigi zhao dédao zhuanzi shezhi dekénéng xing. Rugud tamen zhidao
bié de rén yong zidong j1 zhdodao zhuanzi shézhi dekénéng xing, tamen hui
shéji bu ylyang de“Enigma”. Wéishenme? Dianndo zhdodao de fangfa hé rénlei
zhaodao de fangfa bu yiyang. Zhe jiushi diannao kéxué de kaiduan. Diannao
kexué kaishi de shihou, tamen zhén de zai shuxué xi zud gongzuo. Xianzai
tamen you ziji dexi . Yinwei dianndo hé rénléi sousuo de fangfa buténg, sudyi
mima xué yé yiding gaibian.

Slide 32: The advent of computers brought about a new method of
cryptography. The basic idea is to find a mathematical operation which is easy
to do in one direction, but hard to do in reverse. The operation is encryption,
while the reverse is the decryption. Of course, it needs to be possible to do the
decryption (reverse direction) with extra secret information. Here is an
example: If you multiply 3571 and 6997, you can follow an easy series of steps
(we all learned this is school, and computers are even better at this than us)
and get 24986287. On the other hand, if | only give you the number 24986287,
then can you find the original two numbers? If | give you one of the numbers,
then you can find the other, but without either number it is hard to find them.

B R, chaian 77 2K T HTEVEEHEER 705 - PSRV AE ALY © R E—(E
FEIET Junsuan TR LA By, AR ERE ianaso 25 (T yunsuan TRER.2 /RAE
TN A2, IREEEEE R Junsuan TRAEEERES o HIYBFHE, IREZEE(E] diandso
B E N vangrany IRIVAAR TTBERESY néngeou 7188 nizhuan 28 (EZE . yunsuan.® LISAL
FIRIZERLZE mimis ST f3n xiang ZE L yunsuan JESZ yingeai [R50 28 o —{EBIF: 38
LR =THBatt+—fARTIa T IR IellE S 7 (FRFTEE AL
LB T, BERSE E shenani EE A rane TS EEAF), — 2820 DUR, IRAIEEESE
AL\ S/ E B ST, WERIREG IR UL\ s =/, RIRER
W& 8o v DAZe DL —E S i S (B 8, ABIRAIAN FIZE EFEME? SR FREE TR
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FLo qiznong FY— (B8 T, AMREIREN M. (HRMR—([HE T AR
FLAREEREI T M.

Dianndo de chixian dai laile xin de mima xué fangfa. Tamen xin de xiangfa
ruxia: Zhaodao yige shuxué yunsuan ni kéyi rongyi zuod, danshi diandao zhege
yunsuan hén ndn. Ni xidang yao jiami de shihou, ni zuo zhege yunsuan. Ni xidang
yao jiémi de shihou, ni yao diandao ta. Dangran, ni de péngydu kénéng
nénggou nizhudn zhége yunsuan. Rugud tamen zhidao mimi, fan xiang
yunsuan yinggai hén rongyi. Ju yige lizi: WS géi ni sangian wubai gishiyi he
ligian jitbai jiushiqi. NT hui chéng yi zhexié shuzi (wdmen dou zai xuéxiao xué
zénme zuole, dianndo shénzhi bi rénlei zud dé geng hao), yixié bu yihou, ni
zhidao zhe déngyu ersijiubaliu‘erbaqt. Dan ling y1 fangmian, rdgud wo géi ni
ersijiubaliu'érbagi, wen ni na liang ge shuzi kéyi chéng yi yiqi déngyu zhege
shuzi, na ni zhi bu zhidao zénme zud ne? Rugud wo géi ni gizhong de yige shuzi,
na ni hui zhdaodao lingwai yige. Danshi rigud yige shuzi yé bu géi ni jiu hén nan
zhdodao tamen.

Slide 33: Is the question posed at the end of the previous slide well-defined?
Are there other pairs of integers which can be multiplied to get this number? A
better question would be to ask if you can find all such pairs. It turns out that
these questions are essentially equivalent. What we are trying to find is all
divisors of a given integer. A prime number is an integer which is only divisible
by itself and one. By successively dividing out by a prime number, we can break
up a number into a product of many primes; this is known as the prime
factorization. An encryption method known as RSA uses the fact that
multiplication is easy but prime factorization is hard. Here’s an easier question
to start with : can you even find all prime numbers?

TE_E—EZTE nuandens P BARIVIIRER 255 0 15? A REA S BT
PATE cheng A—RESETN IS (EETIS? P HAFHURIRE R IRE R G iEFrA e
BFFTLATELL chong i —RESFE TN E (BB F? {E IR 15 L TREUEAHIE] wangtong FY. K
{FIZEERENATIUFEREL cha sh (FEIED, AR divisors”). 2 —({E 228 su s (TEHLSL
&7 prime number” & —{EFEE] Jnengshi, EHIEEL chosne REBECH—3 415
A — B EE 8 AR A LA ET— (8 Z2 Z0FREY s shis chashoy ZRIRIRER o LLEEZR
FIEREY s shi cha shoy TR E—(EHTHVEL EE1E chongr B EIEHE guochens S0 TRIEEEHL
FIT28” prime factorization”. * —{lH0L”RSA” HYZEHE 2 4GV AR TRER RS
{E/2"prime factorization”{REf. * Fef i cone HA SHTRIRERAG: IRAEFAETK
FHEZ
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Zai shang yige huandéng pian zuihou de wenti youyiyi ma? You kénéng you
lingwai y1 dui shuzi kéyi chéng yi yiqi déngyu zhége shuzi ma? Géng hao de
wenti shi: Ni hui bu hui zhdodao sudydu de shuang shuzi kéyi chéng yi yiqi
déngyu zhége shuzi. Danshi zhéxié wenti shi xiangtédng de. WOmen yao
zhaodao de jiao chui shu (zai yingwén, women shuo”divisors”). Yige su shu (zai
yingwén shud”prime number”) shi yige zhéngshu, ta de chu shu zhiydu ziji gén
yI. RUgud ni you yige zhéngshu, ni kéyi zhaodao yige su shu chu shu, ranhou ni
chu yi zhege su shu chi shu, dédao yige xin de shu. Chongfu zhége guochéng
géi ni zhé zhéngshu sudwei de”prime factorization”. Yige jiao”RSA” de mima
xitong de xiangfa shi chéngfa shi rongyi danshi”prime factorization” hén nan.
Women cong geng rongyi de wenti kaishi: Ni néng bu néng zhaodao méi ge su
shu ma?

Slide 34: Eratosthenes had an idea how to find every prime number up to a
fixed bound. Since prime numbers are those numbers which are not divisible
by any number but themselves, he would cross out all numbers that are
multiples of another number. Here is an example where the primes up to 120.
We start with 2 and cross out all even numbers. After that, the first number
which is not crossed out is 3, and we see that it is prime. We cross out all
multiples of three, and continue in this way until we’ve found all of the primes
up to 120.

‘“Eratosthenes” H—{E AT LAFREI N chaogus —{IE_FFT jie FVRHEZZ 5L
sushi PRIy AT ZR Y susha 2028 BIANEREL cha sh HYEEEE > FTDAMETHR hoe
diso 8 BUHIEREL cha sno FVEEE » N—(EZEIZ BT hus aiso WEUEZRE sushs - 18
HAEREIESEZE s ma /N xisoya — B ZFHIPIF 2 2225 awena > FTRA
FEEEABREE i * B =IBIZETE hus diso * I yinad BEZER sushi -
R BT =B R veisha * FTAE AR B EZ R sushi - TAWAEZHE swsni » F
% - AR T —EZRIZ B e viso WEEUET > FTLLERZ R susha - FE
v} chéngfu EETERE—H—T= (CEEmARENA xidoyu ggiﬁ“ﬂ/‘]?%ﬁ su

sh )

“Eratosthenes” you yige xiangfa kéyi zhaodao bu chaoguo yige shang jie de méi
ge su shu. Yinwei ta zhidao su shu shi méiyou bié de chi shi de zhéngshu,
sudyi ta hua diao you bié de chu shu de zhéngshu, xia yige hai méi hua diao de
shu shi st shu. Zhéli ydu zhdodao méi gé st shu xidoyu yibai érshi de lizi: Er shi
su shu, sudyi méi ge shuang shu bushi su shu, ranhou san hai méi hua diao,
yinci ta shi su shu. Yinwei jilshisan de beishu, sudyi ta bushi su shu. Shiwu yé
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bushi su shu, déng déng. Yinwei xia yige hai méi hua diao de zhéngshu shi wu,
suoyi ta shi su shu. Wémen chongflu zhége fangfa dao yibai yishisan (ta shi
zuida de xiaoyu yibai érshi de su shu).

Slide 35: Now that we know it is possible to find all primes, let’s consider how
to find the prime factorization of a number (that is to say, finding how to write
it as a product of primes). Let’s consider the example of 144. We first note that
it is even (i.e., it is a multiple of 2), and we divide by 2. We keep dividing by 2
until we get 9, and then we note that 9 is 3 times 3, so we get the prime
factorization given here.

BAAEFRAIRTE B E T o sna ETEFREN T - 3 N —(E M E 2 A RIRE —(E
B[ F'EHY” prime factorization” (525, E/2XMAIZEIT bisosh Sy 22
g shis VRS chengin). L1400 FM 2248 21— H= PU-FPUAY” prime factorization”.
2 KB TR B shusngshoy T 5 cna B3 TRUBTS S deano VB R EERY, FTLL
BATE T LU = oo B BRI T IUR LR, BEL.° ERtE =R =.
AT LA —E PU-H-PUEE i — W PUIREE | s DL =1 IR E.

Xianzai women zhidao méi geé su shu zénme zhdodaole. WOmen xia yige wenti
shi ragud ni you yigeé zhéngshu ruhé zhdodao ta de”prime factorization” (yé
jiushi shuo, ta shi rahé biaoshi wei st shu de chéngji). Lird: WOmen yao
zhaodao yibai sishisi de”prime factorization”. Yinwei ta shi shuangshu, women
yong er chu ta. Yin wéi dédao de haishi shuangshu, sudyi women hai kéyi yong
er chu ta. Women zuo le si ci yihou, dédao jiu. Ta jiushi san chéng yi san. Sudyi
yibai sishisi déngyu ér de si ci mi chéng yi san de ér ci mi.

Slide 36: Let’s try to find the prime factorization of 481 now. It is odd, or in
other words 2 does not divide iviede check that 3 does not divide it. Long
division shows that 5, 7, and 11 do not divide it. We finally find that 13 divides
it, and 481=13x37. Checking that 37 is prime, we see that this is precisely its
prime factorization.

TN (BT  FMAEZEIUE )\ ZE s s 73 renie, TRENE Y prime
factorization”. > E R H¥.} =) ASH > CHEH .S +—Hg
75-7 +E§3\Hl£' @E/\+—%5§+E$L){ chéng y‘iE+t- %E‘Ff%%%(
s shi FTLAIE B2 B2 HY” prime factorization”.

Xia yige lizi: WOomen xidng yao sibai bashiyi e su shu fénjie, zhdodao ta
de”prime factorization”. Ta shi danshu. San méiyou fén ta. Wu yé méiyou. Qi
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y& méiyou. Shiyt yé méiyou. Shisan fen ta! Sibai bashiyi déngyu shisan chéng yi
sanshiql. Yinwei sanshiqi shi su shu sudyi zhe jiushi ta de”prime factorization”.

Slide 37: Let’s try to find the prime factorization of some larger numbers.
Here’s an example. 2 doesn’t divide, 3 doesn’t divide, 5 doesn’t divide.... Ok,
this could take a while... Finally we find that 1039 divides this number.

YT, BeMaal S AR g BERHVEERY. 2 1B —(EfI+. 2 =02
e, Z8ADE AtSADE, FE 47, EWITERMRA. &
%, BMFE—(EHFREL chashe. > —TE= +7L§%Hﬁ ® S +‘%‘t-’kﬁ§@
TR Z R o sna 15? A BIREB AR E CHIER gusne, —EALLEBEC
HISEJ5HR pingtanggen E/J\E@B/{]}\%Z cha shi FTELE LR 22 B su shire

Xianzai, women shi shiyong zhege fangfa chuli geng da de zhéngshu. Zheli you
yigé lizi. Er méiydu fén ta, san méiydu fén ta, wil yé méiydu fén ta, déng déng.
Haole, zhege fangfa kénéng zuo hénjiu...zuihou, wdmen zhaodao yige chu shu.
Yigian ling sanshijit fén ta. Qingwen: Shi'ér wan qigian wubai sishijit shi su shu,
ma? Yinwei ruguo ta you butdng ziji de chu shu, yiding you bi ta ziji de
pingfanggén geng xido de chu shu, sudyi ta jiushi su shu.

Slide 38: We’re now going to see how this is used in cryptography. We saw in
the previous slide that prime factorization is slow when the primes are large.
RSA is a cryptographic system which uses this idea. (it is called RSA because
Rivest, Shamir, and Adleman created it). How does RSA work? We start out by
choosing two large prime numbers. We multiply the numbers together and
send the answer to other people. This is freely-available (public) information,
and we call this the “public key”. One needs the secret original primes to
“unlock” the key (or do a long calculation); we call this secret information the
“private key”.

BT, BATEET SR wown TAEBIEERAYRIE. YE E—HZ10E nuandene 71, TFIE
FIE dang 22 B st sna T yina 2 pian KAVERFEL"prime factorization” LS pian 12
7. RSA EHE 2 &t (58 1 2 (A (R Rivest, Shamir, £1 Adleman £l
chusngzzo | B, FTEAZRFIULE R-S-A). *RSA 2 EJEHHIE? * BHARH I, ?ﬂdf'?lﬁ;%_ﬁ
12 xusnee METRARAVZRE susho + MR > TRAPTEF jiane 28 MA{EEFAH x.angT\
HEE 5 an BIRGEEEN - BEUEAIL e B » BUEFTH AR
RREAEME" AL FIBINEE SaViHe - (R —EZHIEFIA yuansh
R 225 o sna © IERAEZR B o sho BRREEIVE S, B 1L < BORL”. /R4
EETIHEHE, AMRELE « EMIR R RAETE.
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Xianzai, women yao taolun ta zai mima xué de yongfa. Zai shang yige
huandéng pian, women kan dao dang su shu yinzi bian da de shihou “prime
factorization” jiu bian manle. RSA mima xitdng jiu shiyongle zhége xiangfa
(yinwei Rivest, Shamir, hé Adleman chuangzaole ta, sudyi women jiao ta R-S-A).
RSA shi zénme zu0 ne? Kaishi de shihou, wdmen xuanzé liang gé hén da de su
shu. Ranhou, women jiang zhe liang ge shuzi xiang chéng. Ba da'an fasong géi
meéi gerén. Zhe jiushi gonggong xinxi, jiushi sudwei de gong yaoshi. Xiang yao
yong zhege"gong yaoshi" dakai jiami de xinxi de shihou, ni yiding yao zhidao
yuanshi de liang gé su shu. Zhe liang ge su shu shi mimi si de xinxi, jiushi” si
yaoshi”. Ni bu zhidao tamen de shihou, na ni jiu xtiyao zud hén chang shijian de
jisuan.

Slide 39: Let’s get into some details. Suppose that Alice wants to send a
message to Bob. First, she looks up Bob’s public key. The next step is to use
this key to encrypt the information (this is similar to locking your front door).
When the message arrives, Bob then uses his private key to “unlock” the
message (i.e., decrypt the message). Although people in the middle can see the
message, they cannot read the original message. The beauty of this encryption
system is that Alice and Bob did not have to share any secret information
beforehand! This is different than the other encryption methods that we have
seen.

BAAE, FeAMEE—126 RSA 5 ARYANEN wie. SH—(ERIRE @ N8R L o SRt B
{EFHWE ? * 205" Alice” R4S " Bob” 38 250K B, M55 —20 /21K E]"Bob” Y A5
L2 N2, dfsi H"Bob” By A SRRLNIAENH S, ® (BIE I s FREETE susding TR
5 gongyu IIFT). IIEEHYIH 227 Bob” HYHHEE » * L FHMLAYAL & SERLRE” 35 o018
{EH R (B Z B A e JRR) - % BEZN suian 7E FREIHY AN AT LAE IR
HE (BRI EEET - EEEWERGATEN jneren HIZENH shigng BLE ML
I FHEZ AT tigian STHA jizonuan BAEE(E IS, mimixina * B PRI xuext B 555N —
(&2 0E 2 A E] - RBE vina ELELHEL wijiso 35

Xianzai, women xué yixié RSA fangfa de xijié. Di yige wenti: Gong yaoshi/si
yaoshi zénme shiyongne? Rugud”Alice” xiang yao géi”Bob” fasong xiaoxi, ta di
yibu shi zhaodao”Bob” de gong yaoshi. Xia yi bu, ta shiyong”Bob” de gong
yaoshi jiami xiaox1 (zhe leisi yu suoding ni gongyu de mén). Jiami de xiaox1

=]

dao”Bob” de shihou, ta yong ta desi yaoshi jié” sud” zhége xiaoxi (yé jiushi
shuo ta jiemi xiaox1). Suirdn zai zhongjian de rén kéyi kandao jiami de xiaoxi,
danshi tamen bunéng du ta. Zhége mima xitdng zui jingrén de shiging jiushi
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tamen buyong tigian jiaohuan mimi xinxi. Zhe gén women xuéxi de lingwai yi
ge mima xitong butdéng. Yinci ta bijiao hao.

Slide 40: Let’s see a few more details about RSA. How does one specifically
encrypt and decrypt the message in RSA? Firstly, you transform your message
into numbers. The public key is a pair of integers ‘e’ and ‘N’.

ABEATEEZENA shenra HEE—TF R S ABYAHED ae - TREFEINES ? * KBTS 2
2E— R g IREDH R L shusnnes MBI > BRI M. 2 A5
rLE— SR N, TN HY B B wiaoa 72 M’ HY '€’ E i (“modulo N, SﬁB
(& & EUZ I " modular arithmetic”). 74 s @ RCEANE N HIZE T s sna 73
fnis A —{EELH A", ‘o’ FYEEZ M HY e’ LU d"NE i “modulo N"ELZE Y
‘m’
Na women géng shénru di kan yixia RSA de xijié. Ni z€nme jiami? Ni zénme
jiémi? Di y1 bu: Jiang ni de xiao xi zhuanhua wéi shuzi, zhege shu zi women
jiao’'m’. Gong yaoshi shi yi dui zhéngshu’e’ hé’N’. Jiami de xiaoxi shi'm’ de ‘e’ ci
mi (“modulo N”, nage yisi shi women yong”modular arithmetic”). Si yaoshi shi
nage’N’ de su shu fénjié hé yige zhéngshu’d’. ‘d’ de yisi shi ‘m’ de‘e’ chéng yi'd’
ci mi“modulo N” jiu déngyud ‘m’” .

Slide 41: What are these numbers we used? ‘N’ is the product of two primes.
The number ‘e’ is randomly chosen, and it is possible to compute ‘d’ once you
know ‘e’ and the two prime numbers whose product is ‘N’. How do you
compute it? The so-called “Chinese remainder theorem” tells you that you only
need to find the answer modulo each prime divisor. Another theorem
“Fermat’s little theorem” states that m to the power p is congruent tom
modulo p for every prime p. If you have an encrypted message, how do you
decrypt it? You raise it to the power d, since the encrypted message is m to the
power e modulo N and m to the power d times e is equal to m modulo N.

IV R T 7 YN R R ZE B i s HITRIE changrr - * ABEEE &' /&
FETEIEETE cuijiusnae BY + * FOSRARAIE e FITEIE chengn TN FY R {[E Z2 247 s sha
YRR > RE] DAGTEEFME A’ [EJEETEIE ? FrEEHY” Chinese remiainder
theorem” iHA’'m’ AV’ EE o Y m’ “modulo” ‘N’ = E S dang i jin dang M’
‘@’ o Y m’ “modulo” N AYE—{EZ 5] s shs AT yina - ° FTEE
AY”Fermat’s little theorem” £iHH W5 P’ B8 cushn » AVM BYPRE . 5
Y m’ “modulo” ‘p’.  WIERARA —{E A E B » R EFEE jem BIE ?
R R M’ #Y e’ i modulo N (1] B g 'm’ ‘e’ 3 LL o’ REE
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FY'm’ modulo N » FRDUE jism N T /A BT RN H RV I RE o
modulo N. 7 i5{E Z5 15 Z G ZE R NELLT sing e 7278 AT chengi Z22N”HY T
{EZ TR & R,

Wodmen yong de shuzi shi shénme?’N’ shi lidng ge su shl de chéngji. Na
geshuzi’e’ shi suiji xuanzé de. Rugud ni zhidao’e’ hé chéngji déngyu’N” de liang
gé su shu de shihou, ni keyi jisuanchit nageé’d’. Zénme jisuan ne? Sudwei
de”Chinese remiainder theorem” shuoming ‘m’ de ‘a’ cimi déngyd’m’ “modulo”
‘N’ dang qgié jin dang ‘m’ de ‘a’ cimi déngyd’'m’ “modulo” N de méi yige su shu
yinzi. Sudwei de”Fermat’s little theorem” shuoming rugud’p’ shi st shu, na’m’
de p’ cimi déngyd’m’ “modulo” ‘p’. RUgud ni you yige jiami de xidoxi, ni zénme
jiemi ta ne? Yinweéi jiami de xiaoxi déngyu’m’ de ‘e’ cimi modulo N érgié ‘'m’ de
‘e’ chéng yi'd’ cimi déngyd’m’” modulo N, sudyi jiémi de fangfa shi jisuan jiami
xiaox1 de ‘d’ cimi modulo N. Zhége mima xitdong de anquan xing jiyu méiyou
chéngji déngyud’N” de liang ge su shu yao jisuan’d’hén nan.

Slide 42: Here is an example of the RSA method. Let’s take the primes 17 and
13. Their product is 221. Fermat’s little theorem tells us that m to the power 16
equals one modulo 17 and m to the power 12 equals one modulo 13. An easy
calculation implies that m to the power 48 is congruent to one modulo both 17
and 13, and the Chinese remainder theorem then tells us that m to the power
48 is congruent to one modulo 221.

LR (I RSA FEIIPIT - FIVEE wwsose (TRIBZEL w0 wna B -
2 MY TEFE chengi Bhie — 1 —F— - *“Fermat’s little theorem”zEH’'m’ {1~
INKE 0 FFA— modulo +t % 'm’ IV + K E . & — modulo =% -
AR G5t H W m B+ )\ i FHA— modulo +ERIEHMER—
modulo 1= - ¢ J[{[f”Chinese Remainder Theorem” £ BH T 5t 2> — modulo
“H_t—-

Zhe shi yige RSA fangfa de lizi. WOmen xuanzé de liang ge su shu shi shigi hé
shisan. Tamen de chéngji jiushi erbai ershiyi. “Fermat’s little theorem”
shuoming’m’ de shilit cimi déngyu yi modulo shigi,’m’ de shi'ér cimi déngyu y1
modulo shisan. Wdmen hén réngyi jisuan chi’m’ de sishiba cimi déngyu yi
modulo shiqi hé ta yé déngyu yi modulo shisan. Nage”Chinese Remainder
Theorem” shuoming ta jiu déngyu yi modulo erbai ershiyi.

Slide 43: We next choose e=11. The number ‘d’ that we want to find should
satisfy d times e equal to 1 modulo 48. However, this turns out to be
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equivalent to d times e congruent to 1 modulo 16 and also 1 modulo 3. Which
‘d’ satisfies the congruence “d times e congruent to 1 modulo 16”? Since 11
times 3 is 33, which is congruent to 1 modulo 16 (and there are not other
solutions), we see that ‘d’ must be congruent to 11 modulo 16. Since ‘e’ is 2
modulo 3, ‘d” must also be 2 modulo 3. Combining these, we obtain that ‘d’ is
congruent to 35 modulo 48. Now let’s encrypt a message with this choice.
Let’s say that the message is 12. We take 12 to the power 11 and find that this
is 142 modulo 221. To decrypt this message, we take 142 to the power 35 and
compute that this is 12 modulo 221.

PRAFTEEEE e AN € T — - 2 FRATEZEFAY A T manad’ @ DL d" SR
~—"modulo “Vd+/\ - A fy'e’Fe L d A —"modulo” U/ Frbl e el d’
FE—"modulo” 75t E—"modulo” =. —{&'d’ Jjii /& man'€ FELL AR
—”modulo “F/RUE? A £y =3 LA+—ZF 1 =T =2 A —"modulo “+7x(
R EM gra FVEZE agan 1), FTEL I —E N ="modulo” 7.2 ‘e’ Fjjit —
“modulo “=, AL d H—EZEH —"modulo” =. & e fE— i, BFIHyE 2
dgaan e IR =7 "modulo” PO/ IRAE » 55 ane IR B 5 1E i
I —0% wao JHE, - *AIRFMAVHEFE T = » TBETE+ 2+ —E
ami ZEHY—H VU ""modulo “ " " - FAPTRBEAEE jiem HIEHEE - P
S E0F A = B am S modulo o -

Wodmen xuanzé nage’e’ déngyu shiyl. WOmen xiang yao zhao de’d’ manzu ’e’
chéng yi'd’ déngyu yi”modulo “sishiba. Yinwei’e’ chéng yi'd” déngyu yi”modulo
sishiba, sudyi’e’ chéng yi'd’ jiushi yi’modulo” shilit yéshi yi”modulo” san. Na
yige’d’ manziu’e’ chéng yi'd’ déngyu yi”modulo “shilit ne? Yinwei san chéng yi
shiyl déngyu sanshisan déngyu y1”modulo “shilit (yé méiyou qita de da'anle),
sudyi’d’ yiding déngyu san "modulo” shiliu. ‘e’ déngyu er “modulo “san, sudyi’d’
yé yiding déngyu er’modulo” san. Hé zai yiqi yiqi, women de da'an shi’d’
déngyu sanshiwl”modulo” sishiba. Xianzai, rang women shiyong zhege xuanzé

”n

jiami yitiao xiaoxi. Rugud wdomen de xiaoxt jiushi shi'ér, women jisuan shi'ér de
shiyl cimi déngyu yibai sishi'er”"modulo “erbai ershiyl. Women xiang yao jiémi
de shihou, wdmen jisuan yibai sishi'er de sanshiwlci mi déngyu shi'er’modulo
“erbai ershiyr.

Slide 44: There are other “one-way functions”. One example is “elliptic curve”
cryptography. What is an elliptic curve, and what is the associated “one-way
function”? These are (essentially) solutions to equations y squared equal to f(x),
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where f(x) is a polynomial of degree 3. Some points on this curve (that is to say
solutions (x,y)) are (0,0), (1,0), (-1,0), (2,\sqrt{6}) (-2,\sqrt{6}), and so on.

B A ga —%E"one-way functions”. * —{E{5- & FraE " Elliptic Curve” %
HEEE 24t - EJFE 1S (E" elliptic curve”lfE ? EHY” one-way function” E(f/E
WE? > ERtE BEE (GY), ERUE mana Y B TR am T f(X) . f(x) B=KZ
TAF quoiangshi- > 1" elliptic curve”: y BY “ZREE qom A X B =ZE g T jisn
x. * PP E— LA 5 (& elliptic curve"LEl’JEé“(”ﬂ':ﬁ”Eﬁ,u /u\EjEEL{.%Z—EQEI]
fi7 dangshicejie): (B, ZE), (—,2F), (B w—E), (=, SNEVFEFIE pingfangsen), (B —,
INHYAP AR BEAE 22 (" elliptic curve” L.
Hai you gita yixie “one-way functions”. Yige lizi shi sudwei de”Elliptic Curve”
mima xué xitong. Shénme shi zhege”elliptic curve” ne? Ta de”one-way function
shi shénme ne? Ta jiushi méi ge dui (x,y), ta manzu y de ér ci mi déngyu f(x). F(x)

”n

shi sanci duoxiangshi. Lird”elliptic curve”: Y de ér cimi déngyu x de san cimi jian
Xx. Women zhdodao yixié zai zhége”elliptic curve” shang de dian (“dian” de yisi
jiushi zhege déng shi de jié): (Ling, ling), (y1, ling), (fu y1, ling), (er, lit de
pingfanggén), (fu er, liu de pingfanggéen) jiu zai zhege”elliptic curve” shang.

Slide 45: We can graph the solutions like this. Between any two points on the
curve, there is a unique line. This line hits the curve in a unique third point. This
third point comes from the fact that the polynomial has degree three.

PIAFTRI DUEARAE Y huian 12 £ elliptic curve” EAYEE. 2 I rongguo TERA{E
1E”elliptic curve” FAVERE —1{5F yiiso 1HE— wéiyi HIER xian. > (EIBI0R v S3_LIEH
ME— weyi Y SSYNEE Z{EFE" elliptic curve” Y%L, 3555 = ([ [EIAT tongshi
1F"elliptic curve” {143 _EAYBEI AT cansai R BB 20 T, qusxiangsh I KB
yre—

Women kéyi zheyang huizhi zhexié”elliptic curve” shang de dian. Tongguo méi
liang gezai”elliptic curve” shang de dian you yitiao wéiyi de xian. Zai zhe tidao
xianshang hai you wéiyi lingwai di san gé zai”elliptic curve” shang de dian. Zhe
di san ge tongshi zai”elliptic curve” hé xianshang de dian de ctinzai shi yinwei
zhege duoxiangshi de cishu shi san.

Slide 46: Elliptic curves have an “addition law”. This is called an “addition law”
because it acts a lot like addition of integers. How does the addition work
between two points on the elliptic curve? We find the third point lying on the
line between these two points and the elliptic curve and then rotate around
the x-axis. We also add a “point at infinity”
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LElliptic curves” 5 —{f”addition law”. ‘E#7 15 bei cheng £ addition law” &K £
T (Sl A AT R (R B B M A R . W SRARA WA {EAE” elliptic curve” A%,
HRE Jﬁﬂﬂﬁﬂﬂaﬁﬂ}%?Z&Wﬁ&Zﬁ%WIT ZEE jinggus TAMIHYER A" elliptic curve”
RS MR IEISE wairao X-H 2no” TEHEL. * FRAFTHZERAE " elliptic curve” EA5—{d"
BEAESRES qisng”. ° 12" elliptic curve” FHYRES qiong BEAIELEIZEIR (G, &2

“Elliptic curves” you yige”addition law”. Ta bei cheng wei”addition law” shi
yinwei liang ge dian jiafa hé lidang ge zhéng shu de jiafa hén xiang. Rugud ni you
liang ge zai”elliptic curve” shang de dian, na zénme jia tamen ne? Women
zhaodao di san ge zai jingguo tamen de xian hé”elliptic curve” shang de dian,
ranhou weéirao”x-zhou” xuanzhuan. Women yé shuo zai”elliptic curve” shang
you yige” didn zai wagiong”. Zai”elliptic curve” shang de wuqiong dian hé
zhéng shu de ling hén xiang. Wéishenme?

Slide 47: How does one add another point to infinity? For a point P, we choose
the vertical line through P to be the “line between infinity and P”. If we write
P=(x,y), then the other point this line is (-x,y). After rotating around the x-axis,
we get (x,y), which is the point P. This helps us to understand why we say that
infinity on the elliptic curve is like zero in the integers.

YElliptic curve” FAYHEES wiqions BEF155YMN—{EFF"elliptic curve” FHYBETE iane
HOue? 2 SRR AR S — {IQE P BRIEES wogiong mitH xiang I, FAFTRRABPFREL A 1iso

jingguo st P HNEE chui SRIE LS jingeus 18 WA (EEEHYER 2 A0SR P ZEA (X, y) L2 (E 4R
WA (E xy). * E%E weo"x- $EH oo TERRE(x,y). B FLEAEES P. © BRAT, T
PR e Fo B PEIRAPTIEREES wagione BEERFEEUTEIR 2.

“Elliptic curve” shang de wugiong dian hé lingwai yige zai”elliptic curve” shang
de didn xiang jia ne? Rugud ni xiang yao yige dian P gén wuqiong dian xiang jia,
women shuo na tido jingguo dian P de chuixian shi jingguo zhe liang ge dian de
xian. Rugud P déngyu (x,y), zai zhége xian yéyou (fu x,y). Wéirao”x-zhou”
xuanzhudn dao (x,y). Zhe jiushi nage dian P. Xianzai, women lijié wéishenme
women shuo wugidng dian gén zhéng shu de ling hén xiang.

Slide 48: As an example for the addition law, let’s consider SyA2=x"3+x-1S. This
elliptic curve has the points (1,1) and (2,3). The line y=2x-1 goes through these
two points. By solving the equation defining the elliptic curve and the line
simultaneously, we see that the third point on this line and the elliptic curve
has x equal to 1.

26



“Elliptic curve” JITEHIBIF: 2 A TEEE wanee y Y ZEE ami SFHY X (U =REE
aimi I X Ji jian —TESS dingyt 1Y elliptic curve”. 3 Bli(—, g)%D(:,E)TE
{[E"elliptic curve” . * iIEFA{EREENAE y FEH " 3ELA chengyiX Jill jisn —TEF5 dingyi
4R . 55 ={ELE"elliptic curve” 147 _EHYBE—TE 012 man.a”elliptic curve” TE
= dingy IV JTHE fangeheng THARTE F2 dingyi 1Y FT1E fangeheng. > TRAFIIA i 12 AE 5712
fangehéng A 20, 5 B0 = (EBEHY x-2HE zuobizo FEH—

“Elliptic curve” jia fa de lizi: WOmen xuanzé y de er cimi déngyu x de san ci mi
jia x jian y1 dingyi de”elliptic curve”. Dian (y1, yi) hé (ér, san) zai zhege”elliptic
curve” shang. Zhe liang ge dian dou zai y déngyu er chéng yi x jian y1 dingyi de
xian shang. Di san ge zai”elliptic curve” hé xianshang de dian yi ding
manzu”elliptic curve” dingyi de fangchéng hé xian dingyi de fangchéng.
Wodmen jié zhege fangchéng zi, kan dao di san gé dian de x-zudhiao déngyu yi.

Slide 49: Altogether, we see that adding the points (1,1) and (2,3) on the

elliptic curve yields the point (1,-1). Since the line connecting the points (1,1)
and (1,-1) is a vertical line, we have (1,1) plus (1,-1) equal to the point at

infinity (which we call zero on the elliptic curve). Since (1,1) plus (1,-1) equals
zero on the elliptic curve, we call the point (1,-1) the negative of the point (1,1).
Can one add a point to itself? If so, how does one do it? We’ve seen above that
(1,1) plus (2,3) equals —(1,1) on the elliptic curve.

L8, FIFRAEFBE, ££”7elliptic curve” Y BE (—,—) 71 BE( =, =) N (—,
E o) W BB (—, ) (—, & w —)AVERILE R EE io cnui 88, FTLA(—,—)
H(—, & w—)F R elliptic curve” FHVYHEES wuqions BE(EE 2 FTaEHY elliptic
curve addition law” V). B E(—,—)T0(—, & « —)Z 7 elliptic curve
addition law”iYZE, * AT LATE elliptic curve” EFRAFTIUEL(—, & n—) 2w HYEL
(—,—). *55R: —{&" elliptic curve” _FAYEET] LIRIE A wane TIHE? A
"l LA, ﬁﬁluﬁéﬁﬁlﬂﬁ?s EETE, IR AFIE FAE"elliptic curve” EHY (—,—) ik (&,
E) %B/:\& fu (—l—)r )EFI‘Ly\E%FF chongxin %EF anpdi %E:ka% yiweizhe (—,—)DD(—,—)
FNE(C,Z).

Yigi, wdmen xianzai kan dao, zai”elliptic curve” shang de dian (yi, y1) jiadian (er,
san) déngyu (y1, fu yi). Yinwei dui (y1, y1) hé (y1, fu y1) de xian jiushi yitiao
chuixian, sudyi (y1, y1) jia (y1, fu y1) déngyu”elliptic curve” shang de wuqiong
dian (zhe shi sudwei de”elliptic curve addition law” de ling). Yinwei (y1, yi) jia (y7,
fu y1) déngyu”elliptic curve addition law” de ling, sudyi zai”elliptic curve” shang
women jiao dian (y1, fu y1) fu de didn (y1, y1). Qingwen: Yige”elliptic curve”
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shang de dian kéyi hé ziji xiang jiama? Rugud ta kéyi, na zénme zud ne? Zai
gianmian, women kan dao zai”elliptic curve” shang de (yi, yi) jia shang (ér, san)
déngyu fu (y1, y1), sudyi chongxin anpai yiweizhe (y1, y1) jia (yi, y1) déngyu fu (ér,
san).

Slide 50: Does addition of a point with itself also have a geometric meaning? Is
there a line that passes through the point twice? There isn’t, but if we choose
another point really close to this point, then we can draw a line between these
two points. If we keep picking closer and closer points, then we end up with a
line that is called the “tangent line”.

(BB E O wiang MBS shitsu 2 juyou 2817 jine B 3% v B 7 2 H LS
jingeuo 18 (EBE TKEAVERTG 7 )98 » (R WIERIRATEERE wusne FHYM—{ETRATHY
B RBIRAMT T LAZE hus — 165 vido SRESHH jingeus 28 MATEIERS - ° WIERFRAEEE
T xusnce FIIE IEREHEL e ZGEL e ATHYEE - ﬁﬁﬁfﬁ?@ shang B EAJE nus FFAR (R
o FITREIY"tangent line” + 32 {67 o SRETH fingeus JS B > H1EL” elliptic curve”
GERIIE

Yige dian hé ziji xiang jia shifou juyou jihé yiyi ne? You jingguo zhége dian liang
ci de xian ma? Méiyou, danshi rigud wdomen xuanzé lingwai yige hén jin de
dian, rdnhou women kéyi hua y1 tido xian jingguo zheé liang ge dian. Rugud
women hai zai xuanzé dao zhege dian yue lai yue jin de dian, na women
zuizhong kéyi huodé na tido sudwei de”tangent line”. Zhe tidao xian jingguo
zhege dian, yé yu"elliptic curve” xiang qie.

Slide 51: What is three times the point (1,1) (by this, we mean the point added
to itself 3 times). We have already computed that twice the point (1,1) equals
the point (2,-3). Hence we want to add (1,1) to (2,-3). A short calculation
gives that the line going through these two points is y equal to -4x+5.
Combining this equation with the equation for the elliptic curve yields that
x=1,2, or 13. Since the other two points have x=1 and x=2, we conclude that
x=13 for the third point. We can compute y=-47 from the equation for the line.

Y=L chengyt HVEE (— 0 —) FIREE (=R (— —) EEHRZ
(— > —) IR E penshen =K ) 2 Z3-LA chengyr (— > —) FRAELLETE
EER (0 =) 2 E o RIEEE TR (— —) 1
(T BEa=)  }—E/NYFTEETT sos BAMTEE jingeus 15 W (EBEHY 4R Z
Y FINE  VUSRLA chengyiX fIITL - * EAEI TTHZ fangeneng R elliptic curve”HY 7712
fangehéng LS IE jueding ] X F— > o EE T = - RARIIMEEES x 5
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A= x T > AR =% — 2 x FiT =09 - I HERI 712
fangchéng R F y %73/:\% P4 b e

San chéng yi na dian (y1, yi) déngyu shénme (san chéng yi (y1, yi) de yisi jiushi (yr,
y1) g&i jia b&nshén sanci)? Er chéng yi (yi, y7) wdmen yijing jisuanle. Ta déngyu
(ér, fu san). Yinci wOmen xiang yao jisuanle shi (y1, y1) jia (er, fu san). Yigé xidao
de jisuan gaosu wOmen jingguo zhe liang ge dian de xian shiy déngyu fu si
chéng yi x jia wu. Zhege fangchéng gen”elliptic curve” de fangchéng yiqi
juedingle x déngyu vi, er, hadishi shisan. Yinwei lingwai liang ge dian you x
déngyu y1 heé x déngyu ér, sudyi di san ge dian yiding shi x déngyu shisan de.
Women shiyong xian de fangchéng zhaodao y déngyu fu sishiqr.

Slide 52: Altogether, we get that three time (1,1) is (13,-47). If you want to
compute 4 times (1,1), 5 times (1,1), and so forth, you can use the same
method. The method is repetitive, so it is very easy to teach a computer how
to compute n times a point on the elliptic curve (where n is a positive integer).
Here’s a question: How fast, can you compute 100 times the point (1,1)?

i, FMEE T =R, ) FEN (=, & o 0. P R R EERTR
PUFLA(—,—), FIELA(—,—), T, P T LA — 74 R EE T EER
BT chongr 1Y, P FTLUMR R S8 — (BB ETEETHL n 3 LL—{E7E"elliptic curve”
AYEEGBE n S (E IEEEEL heng zhengshu)- ° o 10— F1 IR LA(—,—), /R A] LA
ZREtE T HR?

Yiqi, wOmen jisuanle san chéng yi (y1, yi) déngyu (shisan, fu sishigr). Rugud ni
xiang yao jisuan si chéng yi (y1, y1), wu chéng yi (y1, y1), déng déng, kéyi yong
ylyang de fangfa. Yinwei zhege fangfa shi hén chongfu de, sudyi hén réngyi jiao
yigeé dianndo zénme jisuan n chéng yi yige zai”elliptic curve” shang de dian
(nage n jiushi yige zhéng zhéngshu). Qingwen: Yibai chéng yi (y1, yi1), Ni kéyi duo
kuai jisuanle chalai?

Slide 53: If you follow the method given before, you would have to add 100
times to compute 100 times a point. You can instead multiply by 2, then
multiply that point by 2 to get 4 times the original point, then multiply that
point by 2 to get 8 times the original point, and so on. Using this, 100 times the
point is 64 times the point plus 32 times the point plus 4 times the point. We
only need 8 sums to do this calculation! It is much less than 100!. In computer
science, this type of trick is usually very helpful in speeding up computations.
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SRR LRSS A, MRS o BEEEINE—E X EERE. (B2
12 pei £ elliptic curve” EAVE O] DLEHE chongrn 80 1. 2 D0FE wei ANE B R4S
?”Eﬁl/y\ﬁﬁé yuanshi E/‘jljj DD{% bei p—qﬁl/y\’?\ﬁé yuanshi E@E?%ZZEU/\%L\/U?\#S
yuanshr I8, 2 5. 3 PR Ry — BB A 7S - I A =+ fnid, A PAFRAPT R A0 e
AN — R M B AR A 1 S EEL L AT ay AR R — R A E
12 chongts —E K EETT7EREE chongro /\ K FEETER} (e B rh, B FEIED
shonglei si INFRET jueqizo B DUIRETE R cau (55,

Rugud ni yong yiqgian géi de fangfa, na ni xtilyao zuo zhege jiafa yibai ci. Zhege
hén man. Danshi jiabei zai”elliptic curve” shang de dian yé kéyi chongfu zuole.
Jiabéi nage dian liang ci dédao si chéng yi yuanshi de dian. Jiabéi si chéng yi
yuanshi de dian dédao ba chéng yi yuanshi de dian, déng déng. Yin wéi yibai
déngyu liushisi jia sanshi'er jia si, sudyi woOmen zhiyao jiabei lit ci. Yiqi, zuo ba
ge jiafa jiu. Zhege bi yigidan xué de fangfa geng kuai! Y1 gidan de fangfa yao
chongfu yibai ci, zhége fangfa zhi chongfu ba ci! Zai jisuan kéxué zhong, zhe
zhongléi si de juégiao kéyi jiakuai jisuan sudu hénduo.

Slide 54: It helped to write 100 in a different way. What did we do to write it
this way? We wrote its binary representation to get a faster algorithm. What is
binary representation? Here ‘a’, ‘b’, ‘c’, and ‘d’ are all zero or one. Every
positive integer has a unique binary representation. For example 1011 in
binary equals 11.

1E_EfE 20 huandéng R —EHNSSN—E zhéng AEITTF e B T IR
Nt - BTEFFEEEVE ? ' EAIE ERTEEMN ZERUZER jin i visosn * 1SE] T
— (BRI EE unswan BRI g (TS HERLTEIR jin ohi bisosm B binary
representation” ) - HEBRUZEIR i ohibisoshi re i 7 BV FERY TR, F
B WFERIE SR E T - BH{ETEEEAE— o IV RN 0 m
bisoshi > P © —F——FF T HERIZEIR i i pizos PR T— + WIRIRAHE
Y n REE am TELLA—{E7E"elliptic curve” EAYEL > IRIAFEEL woyao —E AN
% javei N K - YRy n EEZHY n WE o BEEVE/IMREZ, ° FRLUEE T AED
IR FRFIHVET R T .

Zai shang gé huandéng pian zhong, yibai de lingwai yizhdng zhdng butdng de
fén chai chai bangle women hénduoé mang. Women zénme xié ta ne? Women
xié ta sudwei de ér jin zhi bidoshi, dédaole yige geng kuai de yunsuan fazé (zai
yingwén éer jin zhi bidoshi jiao”binary representation”). Jin zhi biaoshi shi
shénme? Zheli de zimU’a’, zimU’b’, zimU’c’, yé zimU’d’ dou shi ling haishi yi. Méi
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ge zheng zhéngshu you weéiyi de er jin zhi biaoshi. Lird: Y1 ling yiy1 zai er jin zhi
biaoshi zhong déngyu shiyi. RUgud ni xiang yao er de n ci mi chéng yi yi ge
zai”elliptic curve” shang de dian, ni zhi xtiyao jiabei n ci. Yinwei n bi ér de n ci
mi zhén de géng xido hénduo, sudyi zhege fangfa zhén de jiakuai women de
jisuanle.

Slide 55: So what is the one-way function associated to elliptic curves? If | give
you 1000 times a point on the elliptic curve, can you compute the original
point? Above we saw that it is easy to compute 1000 times a point when given
the point, but the reverse direction seems to be hard, and hence this is a “one-
way function”. The public and private keys are usually smaller with elliptic
curve cryptography, but it is harder to implement. This is often the
cryptography usually used in Blockchain.

LHRBEL R elliptic curve”{fi FHHY” one-way function”Wg? 2 415 F4E R — T3k
PA—{[E1E"elliptic curve” Y&, (HE) @A 4 IREERLE yusnsn HIYEL, FRA]AR
A LA EEERLS s HUER RPICKH ?J*‘T‘T\U\ {& 1" elliptic curve”
VB EIFETE T AL o B EETEATESREE 7,2 BTLUE(E R
H—{&” one-way function”. * “elliptic curve"FHEI’\]{ﬂﬁ%;%éﬁﬁHQR S AH/N
FET chicun B A BEREALSBRL < yaoshi 2 ﬁﬁ DLyE st o] DR BRAIEE chusngjian -
THIREE CAE BN EFEEE i s T - °elliptic curve” G 24 E(F S
1) qi kuai HE an HEKE jingchang {55 P A 50 2145

Na shénme shi”elliptic curve” shiyong de”one-way function” ne? Rugud wo géi
ni yigian chéng yi yige zai”elliptic curve” shang de dian, danshi méiydu géi ni
zhege yuanshi de dian, ni kébu kéyi jisuan zhege yuanshi de dian? Wdmen
yijing kan dao yigian chéng yi yige zai”elliptic curve” shang de didan zénme
jisuanle, danshi nitizhuan zhege jisuan rénmen juédé hén nanle, sudyi zhege jiu
shi yige”one-way function”. “Elliptic curve” yong de mima xitdong you bi RSA
geng xido chicun de gong yaoshi yé si yaoshi, sudyi zhexie yaoshi kéyi hén kuai
chuangjian. Ta de wenti shi ta zai diannao shang geng nan shishile.”Elliptic
curve” mima xitong shi zai qu kuai lian shang jingchang shiyong de mima
xitong.

Slide 56: Is there a way to send a private key to share with someone else (these
are usually called “session keys” because they are used together in shared
sessions and both people can quickly encrypt and decrypt messages with the
private key) without meeting that person beforehand to share the secret
information? If | send you the private key, then someone else might steal it in
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between and replace it with their own; after this, they can pretend to be me.
Here’s an idea: Maybe | can send you a private key encrypted with your public
key (then it is locked so that only you can open it). How do you know that
someone in between didn’t send you the private key, pretending to be me?
You can send back a confirmation encrypted with my public key to verify that
I’m really me. This is how “session keys” are sent.

VEIREINE vants A —EFLBBRE 5 yaoshi BIEA gua A—HEMEH (P 2LLiE T
tongehang TR bei chang " session keys”, RIRy EAME LS gongaang 5 huihus F1—
FEEEFTS - R ELER T AR AL SR E‘ﬁlﬂté*ilﬁﬂf‘%ﬂﬁﬁﬁiﬁ L) o TR
wxii %%E’i\i;ﬁ:ﬂt qita j\ % gongxiang f%/’é =P SN ﬁ[l%ﬂ\&m xiang 1T§’%L$A%AK
siyaoshi > APTEAE FRAHVEE N nusiren FTEEE FEAL qean B AR FE B CHITLHE
'Ly DA% o MAFT ] DUEZEEY jiszhuang cheng T+ > —(EREVE & 57 ve TRTTLASE
a3 —{E RAIREY A SBREENNAHIFLIBRE < yaoshi (REEHIHE peisus o T 2 °
HAEMADETHE) - IREERIEFEA N LE G IR o > H
55 jianhuang ek 7 8 SANA] DAZE [ —{7 FHERAY A RCINZAIEITE nir » B jiso
yon TREVZTR - 182 A{T 384" session keys”.

YOu méiyou banfa fasong yigé si yaoshi yu gita rén yiqi shiyong (zhéxié
tongchang bei chéng wei”session keys”, yinwei tamen zai gongxiang huihua
zhong yiqi shiyong dé, liang ge rén dou keéyi yong si yaoshi geng kuai de fasong
jiami han jiémi xiaoxi), wuxu shixian yu qgita rén gongxiang mimi xinxi? Ruguo
wo xiang ni fasong si yaoshi, name zai zhongjian de huairén kénéng hui giequ
ta, ranhou yong ta ziji de si yaoshi; yihou, tamen kéyi jiazhuang chéng wdo. Yige
xiangfa: Yéxu wo kéyi géi ni fa yige yong ni de gong yaoshi jiami de si yaoshi
(rdnhou ta bei suo zhu shi guanbile, zhiyou ni kéyi dakai ta). Ni zénme zhidao
zhongjian yourén méiyou géi ni fa si yaoshi, jiazhuang shi wo? Nin kéyi fa hui yi
fen yong wo de gong yaoshi jiami de huifu, jiao yan wo zhén de shi wo. Zhe shi
rahé fasong”session keys”.

Slide 57: Let’s return to one of the difficult questions that we considered at the
beginning.

BRI FAIFALGH IR JE. o SF— (R

Women hui dao wémen kaishi de shihou kiolii di yigé wenti.

Slide 58: Remember that we wanted to share a big calculation, but keep the
data secret. Can you trust other people? If others use our encrypted data, can
they still do the calculations that we want? If they can how can they do it?
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YRS BT ongasne — R RHVETR - (HEBEFEES. 2 {REE
HH iang (2 AIHI A 2 2 40U A (E R MTINE AR R, A28 mT DARS
PR HET RS 2 S AORAFTATLL > B EEEAE

Ni jidé, wOmen yao gongxiang yige hén da de jisuan, danshi hdi yao baomi
shuju. Ni néng xiangxin bié de rén ma? Ruguo bié de rén shiyong women jiami
de xiaoxi, tamen hai kéyi zud women xiang yao de jisuan ma? Ruguod tamen
kéyi, na zénme zuo ne?

Slide 59: For some data “m”, we write the encrypted message as E(m). We
would like other people to add and multiply and get the correct answer when
we decrypt the message after they do these operations. We would like to give
people E(m) and E(n) and have them compute E(n) plus E(m) and E(n) times
E(m). When we receive the answer, we should decrypt it and get either m plus
n or m times n. Hence we would like to find a cryptosystem which satisfies the
two equations below. Encryption which satisfies these two identities is known
as “homomorphic encryption”.

P ERA UL yuansh FVEHE" m” . WIS H— (B A 403 e > 0

B E(m). 2 FRFTEEERYE4E RTHIA E(m)%[[ E(n), Z8& M 0] AR E(m)f0
E(n) A1 E(m)IELL E(n). * MTFTHVEZE aaan [BIZREVEFE > FRTEE jom B » FE
B jigmi YR shoge B2 m I n AIm3ELAn - ArLL » FFTEEEHR S —(E 2505
288 0 BIE mana LT T{EZEZ deng sni? [ — (B0 2 manze DLIE WU S =
deng shi Y5 224 AR N5 5k 2 P EE Ay homomorphic encryption”.

Wdmen jiao yuanshi de shuju”m”. Rugud wdmen shiyong yige mima xitong
jiami ta, women jiao ta E(m). WOmen xiang yao de shi géi bié de rén E(m) hé
E(n), rdnhou tamen kéyi jisuan E(m) jia E(n) han E(m) chéng yi E(n). Tamen de
da'an huildi de shihdou, women jiémi ta, jiemi de shuju jiushi mjia n han m
chéng yi n. Sudyi, wdmen xiang yao zhdodao yige mima xitdng, ta manzu yixia
liang gé déng shi. Shiyong yige manzu yi zhe liang gé déng shi de mima xitong
13i jiami jiu shi sudwei de”homomorphic encryption”.

Slide 60: Is “homomorphic encryption” possible? Have we seen any examples?
Caesar cipher doesn’t satisfy either equality. RSA satisfies homomorphic
multiplication, but not homomorphic addition.

VA EIEE” homomorphic encryption” 15 ? FRA FLAE jiangus 1515 HYI 15 ©
2" Caesar cipher” “NREMIFEERINNE - * B RSA BYRHE » FAMn] LA
"homomorphic"f#JZE) % » (HEZARFEM " homomorphic"BY 12
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You kénéng zuo”homomorphic encryption” ma? Wdmen jianguo zheyang de
lizi ma? “Caesar cipher” bunéng zuo chéngfa han jiafa. Yong RSA de shihou,
women kéyi zud"homomorphic"de chéngfa, danshi bunéng
zuo"homomorphic"de jiafa.

Slide 61: There are some rules for the encryption method of course. If
someone in the middle sees a lot of encrypted data, they still shouldn’t be able
to guess which one is zero and which one is one. There is a big problem,
however: the rules given two slides ago imply that E(0)=0.

AR e AR 20 0 AIRAE R R AFEHR SN
R M EETE A caice WP —(EZ Z AU —(E/E— - * FFIREE—
{j(E/\jﬁjﬁiEEE : m%’%@%‘ huandéng ):[[ J:E]/j _E déng shi & 7-'%%: yiweizhe E(%)—%Pk
P

Yiding you yixié guizé: shidé mima xitdng shi anquan de, rugud zai zhongjian de
huairén kan dao hénduo jiami de xiaoxi, tamen bunéng caice na yige shi ling
han na yige shi yi. Women kuai kan dao yige da de wenti: Liang zhang
huandéng pian shang de déng shi yiweizhe E(ling) yiding déngyuling.

Slide 62: Since 0 always gets encrypted to itself, you can always recognize it.
Can we build a cryptosystem where homomorphic encryption is “mostly true”?

'R EFEZE » BT LA AR encha E - 2 FRAMIBER BEEZE
chusngiion (BT Z 4T » BIIEEAVEIE K267 E mans”homomorphic
encryption” fVEEE deng s IE 7 2 AR E R KL /E mana BT gengsni * HS
TRETAR B DS wiangan THYEZE aaan 1 2

Yinwei jiami de ling jiushi ling, sudyi rénmen kéyi renchl ta. Women néng
bunéng chuangjian yige mima xitdng, ta jiami de shuju daduo
manzu”homomorphic encryption” de déng shi ne? Rugud ta zhi daduo manzu
zhéxié déng shi, na ni kébu kéyi xiangxin ta de da‘'an ma?

Slide 63: In 2009, Gentry found that one can add a little bit of “noise” to get
“almost” homomorphic encryption. The noise is small compared to the answer,
so it can be removed/cancelled later. Repeated calculations increase the noise,
but it can be done many times before the noise gets too big to cancel it. This
leads to homomorphic encryption, but it is quite slow.

VITEERTUAE > Gentry SEIE T DUE S tonggus tianjia — LR T saoym”, Z2 N5
1551 "homomorphic encryption”. 2 35 BB .oy EEE ZE aan B/INMEZS
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FrLABIE B AR shao hou 565 yichs (EVHER xaocha WATBAER )+ EE1E chongtu
ST songjia B E saoyin * = dang TR saoyin AKHVIFHE » HRERAFTA RIE
{225 aaan * B—{EIZURE oyin - FIE (BB 2048 wiong * IREIHIAR
ZEtE, IRABZRT meiyouguandte © IR LUBIRZEEL > * ARIOIZE R yusnban
HIN » FrLUt, &R R xaochs BEEF ssoyin * MRAEMIRZ AR T - FHE(E
FEET] DIFS-E] "homomorphic encryption”, * {H 2 EEBIERE -

Er ling ling jitl nidn, Gentry faxian kéyi tongguo tianjia yixié” zaoyin”, chabudud
zuo dédao”homomorphic encryption”. Zhexié zaoyin bi da‘an géng xido
hénduo, sudyi ta hai kéyi shao hou yi chu (ta xiaocht yé kéyi shuo). Chongfu
jisuan hui zéngjia zaoyin. Dang zaoyin tai da de shihou, na woémen bu zhidao na
yige shi da'an, na yige shi zaoyin. Yong zhege mima xitong, ni hui zuo hénduo
jisuan, méiyou guanxile. Ni kéyi zud hénduo jisuan, ranhou hui géi yuanban de
rén, sudyi ta/ta hui xiaochi zaoyin, na ni zai zuo héndud jisuanle. Yong zhége
xiangfa kéyi dédao”homomorphic encryption”, danshi ta hai zai hén man.

Slide 64: The idea is based on the following observation: you can send
something that you interpret as zero but other people don’t. For example,
both midnight and noon are zero on a clock. If you didn’t know how many
hours a clock had, though, then you wouldn't know that 0, 12, and 24 were all
the same thing. So you send the data in one way, but interpret it differently
yourself. This is the basis of Gentry’s idea.

EEEUVAE LU T BA4ERE 1 IR AR AR e REFRERVEDE
2 BRI T B CHERE e > HMEMIARIETEEFNRE - ° fl40
T waye MITPAAERF$E EEVEZRS > ERARARI N A R RV 3
AT ZENE - S ARIEE > 2 RIS VUEE R T - °
AT ATRAFIE IR R4 N —(E 20T visosn, T {HZFRAM B C HEIS VAR E A [E
1y - IERUE Gentry FEUARTEHE jins -

vvvvv

déngyuling de shuju, danshi rigud tamen yong tamen yong ziji de jiéshi, na
tamen bu zhidao ta déngyuling. Lird: Wiye hé zhongwu zai shizhong shang dol
shi lingdidan, danshi rigud bié de rénlei bu zhidao ni de shizhong you shi'er gé
xidoshi, na tamen yé bu zhidao ling, shi'ér, hé érshisi dou shi ylyang shijianle.
Sudyi women fasong shuju ji rén yige biaoshi, danshi wémen ziji dui shuju de
jiéshi shi buténg de. Zhe jiushi Gentry xiangfa de jichu.
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Slide 65: There are now LOTS of zeros, so we can pick a different way to write
zero each time we send a message. Someone would have to figure out that
these are all zero to recognize it. Of course, this pattern is too simple (like
“Caesar Cipher”), so people in the middle can recognize it.

YR AR W S SN - BERA R B MRS & EI’J{:.,u ’
PFTEERE wan o AIEIVE - WERBINEZEEEETE kan de done TATNIEEHH S,
AT —ETEEE renshi IBEEAREINIEE hen WEHEE - 2 HREEEZ mosw K
FHBE T jiandanie (F11”Caesar cipher”BVEEE nanau 22N Z—1E) » FTLARIAY AT
LB caice B—1E 2 -

Sudyi women xianzai you haoduo haoduo de ling shu. Méi ci women you xin de
women xiang yao jiami de xinxi, women xuan zhai bu tédng de ling. Rugud
biérén xiang yao kan dé dong wdmen jiami de xiaoxi, tamen yiding réenshi
zhexié butdéng de ling zhén de dou shi ling. Yinwei zhege mashi tai jiandanle
(han”Caesar cipher” de nandu cha bu duo yiyang), sudyi bié de rén kéyi caice
na yige shi ling.

Slide 66: We hence need to combine this trick with some other ideas. We have
to also do something to the data so that it isn’t clear that it is 0, 12, 24, etc.
(but the changed cryptosystem still needs to satisfy the identities of
homomorphic encryption). Most methods either don’t appear to be safe or
they are too slow to do any practical calculations.

.Hjt Yinci ﬁiﬂaﬁ /Eﬁzl:l = Jlehe ﬁ_{. /ZEEE%JEVJ /ZE 2 ﬁﬁﬁgaﬁﬁ gaibian E{I
%ﬁlﬁ)@ 1§T?JDJJ]\I%D ﬁ ‘[_‘—A —-‘I_‘IEI PFPP <{EI L{I&& gaibian
BRIV ENE G978 réngran ﬁﬁ%ﬁﬁ manzi homomorphlc encryption” Y%
:T:ﬁ déng shi ! ) : 3j(gl3/ bufen ﬁ/ixﬁ‘i?‘jﬁmﬁﬁgﬁ‘r Shljl i Pi(‘f%?

Yinci women xuyao jiehé zhege xiangfa gén bié de xiangfa. Women yao gaibian
zhege shuju, shidé biérén bu zhidao ta shi ling, shi'er, ershisi, déng déng
(danshi zhege gaibian shuju de mima xitdng réngran xdyao
manzu”homomorphic encryption” de déng shil). Da bufen fangfa bu anquan
jiushi zuo shiji jisuan tai manle.
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Slide 67: It’s time to get back to work and find the answer! Thank you very
much for coming to the talk. | hope that you enjoyed it. Are there any
guestions?

ABFAFTZEE] L TAE » M xinchso B T - SR KEZMBILATETE yanjisne.
AT E awang IFMFTEZEE - IRFIEA IS ?

Na women yao huiqu gongzuo, hé xtinzhdo da'anle. Xiexie dajia Iai tingguo wo
de yanjiang. W06 xiwang nimen xihuan ta. Nimen hai you wenti ma?
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