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Summary

QPIR with multiple servers: A user retrieves a classical file
by downloading quantum systems from multiple servers
each of which containing the whole classical file set without
revealing the identity of the retrieved file to any individual
server.

QPIR capacity: Maximum rate of the file size over the
whole dimension of the downloaded quantum systems.

QPIR capacity with multiple servers is 1 when the
preexisting entanglement among servers are assumed.

Our rate-one protocol requires only two servers.

Our capacity-achieving protocol outperforms its classical
counterpart in the sense of the capacity, server secrecy,
and upload cost.

Strong converse property hold even when any secrecy
condition is imposed.
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Simple Solution for Classical PIR

o Simple Solution for Classical PIR: Downloading all files.

e Downloading all files is optimal on communication complexity ichoretal.95).
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Simple Solution for Classical PIR

o Simple Solution for Classical PIR: Downloading all files.

e Downloading all files is optimal on communication complexity ichoretal.95).

Problems

No server secrecy: User obtains files other than W .

Cost is too large.

Our QPIR protocol solves these two problems.
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Multiple Server PIR Models

X X

No communication No communication

<Multi-Server PIR>

X

Shared Entanglement

<Multi-Server Quantum PIR (Our Model)>
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Server Secrecy of PIR

[Server Secrecy]: I( Q,A ;Wi,... Wk 1, Wki1,...,Ws|K) =0.
——

user’s info. files other than W

Question: Does there exist a PIR protocol with server secrecy?

o Single-server PIR with server secrecy (Oblivious Transfer)
- Classical PIR: No.
- Quantum PIR (two-way): NO [Mayers97, Lo-Chau98].

e Multi-server PIR with server secrecy

- Classical PIR: NO [Gertner et al.00]. (Yes with shared randomness among servers)

- Quantum PIR (two-way): Yes [kerenidis-dewolfo4].
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- Classical PIR: NO [Gertner et al.00]. (Yes with shared randomness among servers)
- Quantum PIR (g. download and shared entanglement): Yes (Our Result).
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Classical PIR Capacity

Information-Theoretic Approach isun-saarté], [Banawan-Utukus17], ...

e (n,f): Numbers of servers and files. < Fixed

e m: File size. < Arbitrary (Wy,...,Wre{l,...,m})
e PIR Rate and Capacity (c.f. upload cost is negligible)
(File size) 1-1/n

= T 1 Cclassical = sup R= L.

(Download size)’ 1—(1/n)f ©

(* The rate of “downloading all files” is 1/f.) 512



Quantum PIR Capacity

Our QPIR Model

Classical files.

e Shared entangled state.

Classical upload.

Quantum download.

e Quantum measurement.
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Quantum PIR Capacity

A

Shared Entanglement ppey

Information-Theoretic Approach
e (n,f): Numbers of servers and files. < Fixed
e QPIR Rate and Capacity

A A

(File size) . .
R=————/¥——— (bit/qubit
(Download size) (bit/qubit),

Our QPIR Model

Classical files.

e Shared entangled state.

Classical upload.

Quantum download.

o m: File size. < Arbitrary

Cquantunl = sup R=1.

e Quantum measurement.
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Main Theorem
Theorem: Capacity of QPIR

The capacity of the quantum private information retrieval with f files and n > 2

servers sharing preexisting entanglement is

B0 sup {limsupR‘ Pc(rr:[) <a, mz}x[(K;ﬁewt) <7,

exact

{me}72q, L—o0 N
(mp) yoo Error Probab. —_—
{\I’QF;IR Yola User Secrecy

logU

I(Wgejuser|K) < 3, limsup <o\,
>0 loOg
Server Secrecy ——
Upload Cost

limsup Perr < o, limsup I(Wge;user|K) < 3,

l—o0 {—o0

&R -
lim sup max I(K;servy) <~ , limsup o8 <0
log D

£—oc0

coBm0 .= sup {liminfR
1

asymp I 00
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Main Theorem
Theorem: Capacity of QPIR

The capacity of the quantum private information retrieval with f files and n > 2

servers sharing preexisting entanglement is

0(1%18(750 = CY v

exact

Yae[0,1)and V3,v,0 € [0, co].

(Proof) For any av € [0, 1),

0707070 a,ﬁ7"}/70 a7/87’y79 a700700700
1< Cexact < Cexact < Casymp < C(atsyrnp <1
S e’ ————

Rate-one protocol Strong Converse

(cv: Error Probab.  3: User Secrecy  ~y: Server Secrecy  6: Upload Cost)
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Classical Two-Server PIR Protocol icoretassi

K=5

J

[ User ]

Classical PIR Protocol
1. @Q1:arandom subset of {1,...,f}.
Q2: a set satisfying (Q1 UQ2) - (Q1 N Q2) = {K}.
2. Serversreturn Ay = Y,.0, Wi, A2 =¥,c0, Wi
3. User recovers Wi = +(A; — Ao). o2



Classical Two-Server PIR Protocol icoretassi

Classical PIR Protocol
1. @Q1:arandom subset of {1,...,f}.
Q2: a set satisfying (Q1 UQ2) - (Q1 N Q2) = {K}.
2. Serversreturn Ay = Y,.0, Wi, A2 =¥,c0, Wi
3. User recovers Wi = +(A; — Ao). o2



Classical Two-Server PIR Protocol icoretassi

Classical PIR Protocol
1. @Q1:arandom subset of {1,...,f}.
Q2: a set satisfying (Q1 UQ2) - (Q1 N Q2) = {K}.
2. Serversreturn Ay = Y,.0, Wi, A2 =¥,c0, Wi
3. User recovers Wi = +(A; — Ao). o2



Classical Two-Server PIR Protocol icoretassi

( User A - Ay =W

A2 = W/l + VVQ
A1 =W+ Wy +Ws
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Classical Two-Server PIR Protocol icoretassi

Classical PIR Protocol
1. Qy:arandom subset of {1,...,f}.
o 1(Q1,K) = 1(Qy,K) = 0.
Q2: a set satisfying (Q1 UQ2) - (Q1 N Q2) = {K}. { (Q1, K) = 1(Q2, K)
2. Serversreturn Ay = ¥,.0, Wi, A2 =¥,c0, Wi
3. User recovers Wi = +(A; — Ao). 8/12
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QPIR Protocol X

Wi e {0,1}?
Wy €{0,1}2
W3 €{0,1}?
Wy €{0,1}?
Ws €{0,1}?

Wy €{0,1}2
Wy €{0,1}2
W3 €{0,1}2
Wy e{0,1}2
Ws€{0,1}?

Ay As
Initial State |®) € A; ® Ay

(Maximally Entangled State)

QPIR Protocol (Files W7y,...,Ws e Z? ={0,...,£-1}?)

1
2.

Servers share maximally entangled state |®) := (1/v/7) YAl ®li) € AL ® As.

Q1: Arandom subset of {1,...,f}.

Q2: aset satisfying (Q1 UQ2) — (Q1 NQ2) = {K}.

Server 1 applies W( ¥, Wi) on Ay (W(a,b) := X2Z?),
Server 2 applies W(3 ., Wi) on Asz.

User performs PVM sz ={(W(a,b) ®1)|®) | a,beZs}.
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s <o WOV 4 15)
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QPIR Protocol (Files W7y,...,Ws e Z? ={0,...,£-1}?)

1
2.

Servers share maximally entangled state |®) := (1/v/7) Yl ®li) € AL @ As.

Q1: Arandom subset of {1,...,f}.

Q2: aset satisfying (Q1 UQ2) — (Q1 NQ2) = {K}.
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My; = {(W(a,b)® |)|<I>) |a,be{0,1}}

( User F— p"Qon A 4y

Ws € {0,1}2

2 *---- W(W; + Ws)
Ay < W(Wy + Wy + Ws)

Wy €{0,1}2 Wy €{0,1}?
Wa € {0,1}2 A Ay Wy €{0,1}2
W3 €{0,1}2 W3 €{0,1}?
Wy e{0,1}2 Wy e{0,1}2
Ws€{0,1}? Ws €{0,1}?

Initial State |®) € A; ® Ay

(Maximally Entangled State)

Error Probability is O because

|B) (W( D Wi) ®W( > Wi))|<1>>—(w( S Wi-3 Wi) ® I)@)—(W(iWK) ®1)|®)
1€Q1 1€Q2 1€Q1 i€Q2

and PVM is M := {(W(a,b) @ 1)|®) | a,beZe}.
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W3 €{0,1}2 W3 €{0,1}?

Initial State |®) € A; ® Ay

Vie{0,1}?
l4 {0’ } (Maximally Entangled State)

Ws €{0,1}?

Wy e{0,1}2
Ws €{0,1}?

Server Secrecy: The state (W (xWx ) ® 1)|®) is independent of { W7, ..

User Secrecy: each of (1 and Q2 is independent of K.

r )—' pW’Q on A ® Ay

My; = {(W(a,b)®)|®)|a,be{0,1}}

Ws e {0,1}2

s <o WOV 4 15)

S We = {Wk .
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( U
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Ay
Initial State |®) € A; ® Ay
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As

Costs

e Download cost: log dim A +log dim A = 2log ¢.
o File size: log |Z2| = 21og L.

_ _(Flesize)  _
e Rate R = (Download size) —

My; = {(W(a,b)®)|®)|a,be{0,1}}

|
v

W € {0,1)?

s <o WOV 4 15)
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A1®® A,

Servers

e Quantum upload is not allowed.

== No shared entanglement between the user and all servers.
= If n qubits are downloaded, at most n bits are transmitted.
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Classical PIR vs. Quantum PIR Capacities (Multi-Server)

Classical PIR Capacity

Quantum PIR Capacity

of n — 1 servers

1-(1-1/n)

3 [Sun-Jafar18-2]

1-nt
PIR —— [Sun-Jafar16] 1 8
1-n°f
PIR with server -1 t s
]. —n [Sun-Jafar16-2] 1
secrecy
. 1-n7t
Multi-round PIR ———— [Sun-Jafar18] 1 il
1-n-f
PIR with collusion 1/n 2 i

— (ITW2019, arXiv:1903.12556)
n

% n: num. of servers, f: num. of files.

1 Shared randomness among servers is necessary.
1 Files are coded by (n, k) MDS code.

§ With strong converse.
|| When n is even.

11 To show the converse, we employ

result by [Ding et al. 2019]




Conclusion

e The QPIR capacity is 1 regardless of the security level.
e The QPIR capacity is greater than the classical PIR capacity.

1-1/n
1-(1/n)"

e The optimal QPIR protocol is constructed only with two-server.

Cquantum =1> Cclassical =

e Our QPIR protocol achieves server secrecy.

Open Question

Server Secrecy on Multi-server PIR

e Classical PIR without shared randomness: NO (certner et al.ool.

e Quantum PIR (q. download and without shared entanglement): ?

e Quantum PIR (q. download and shared entanglement): Yes (Our Result).

e Quantum PIR (two-way): Yes ikerenidis-wolfoa. o



	Private Information Retrieval (PIR) and Quantum PIR (QPIR)
	Capacity Theorem
	Rate-One QPIR Protocol
	Strong Converse
	Comparison of Capacities: Classical PIR vs. Quantum PIR
	Conclusion



